Implementing biologically-inspired Apoptotic behaviour in
digital objects: An Aspect-Oriented Approach

A dissertation submitted in partial fulfilment
of the requirements for the Open University’'s
Master of Science Degree in Software Development

David Jones
(T5649178)

8 March 2010

Word Count: 14,935



Preface

I would like to thank my supervisor Dr. Paul Kingglfor his invaluable advice and
assistance throughout the research and produdtitmsalissertation. | would also like to

thank my employer, Montagne Jeunesse Internatiddafor the use of their computer

facilities.



Table of Contents

o =] = o = SRR [
LISt Of FIQUIES ... e e e e e e e e e eees %
S 0 1= o] [PPSR Vi
Chapter 1 INtrodUCTION ......coiiiiiiieiiiiee et e e e e e e e e e e eeeeeebbnnnanneeees 1
1.1 The Problem of Increasing Complexity ........cceeuerrieieeeeeiiiiiiiiiiiiieeeeeeeeeeee, 1..
1.2 AUtONOMIC COMPULING ..uuuiiieeee e e e e et eeeeeer s e e e e e e e e e e e e eeeeeeeeeeennn e aaees 2
1.3 APOPLOLIC COMPUEIING ..vuuniieeee et e e et e e e e e e e e eeeeeee e 3
1.4 Agent Based SYSIEMS .......ccovviiiiiiiiiiiemccccce e e e e e e e e e e e eeee e 4
1.5 Research Aims and Research QUEeSHiON.......ccceeeeiiiiiiiiieiiiiiic e, 6...
R A o 1Y o0 1 =S = 8
T @ ] o] 1= o1 1)V PRSP 9
1.6 Contribution t0 KNOWIEAQE .........uuuemiiiiieeeiii e 10
1.7 SUMIMATY oottt e mm oo e e et et e e e e e e et e e e e e eetba e e e e e eeennmssnnaeens 11
Chapter 2 LIterature REVIEW ..........uuuuuuuiiiiee ettt e e e e e e e eeeeeeeesneeees 12
2.1 AUtONOMIC COMPULING ....cceeiieeieeeiiiiiiiiimmmmmr e e e e e e e e e e e eeee e e e e e e e eeeeneaees 12
2.2 Apoptosis and Apoptotic COMPULING .......eeeeeueeerieeeeeeeeeeee e 5.1
2.2.1 Proposals for Apoptosis in COMPULING .......coceremeeerreeiiiiiiiieeee e eeeeeeeeee 16
2.2.2 ApOPLOLiC BENAVIOUIS........ccce e e e e e e e e e e e e eeeeeaeeannnes 20
2.3 MODIIE AQENLS ... s 21
2.4 Aspect-Oriented Programiming ............... owwcoeseeeeeeeeeeeeeeeeeesssssnnnnnnnnnnn 22
2.5 SUMIMAIY ittt ettt e et e e aernmm e et e e e et s e e ea s e e et e e e et e e eetnenneeenneaees 23
Chapter 3 Research Methods ... 25
3.1 Alternative Research Methods Considered ....cccccceooooeeeiiiiiieieeeeeiiieee, 25
3.1.1 CASE STUAIES ..coeveveeeeeiiiie e e e e e e e e e e e e ae s 25



TN B S U1 4V PRSP 26
T IR T [0 (<Y AV [\ TSR 26

3.2 The Prototype and Test Research Method ... . ceeeeiiiiiiiiiiiiiiiinnieeeeeenn. 26

3.3 PrOtOLYPES ... e e e e e e s 28
3.4 The CK MELICS SUILE .....cceiiiiiirieeeee ettt e e 34
3.5 SUMIMATY ittt eer e et e et e e et e e e et e e e et e e e eteeeeeenneeees 36
Chapter 4 PrototyPe TeStS ... oot eeeeem e e e 37
4.1 Apoptotic Object Memory ReqUIreMENtS .......ccceeeeieeeeeieeeeeeeeeeeeeeeeviivnin 37
4.2 Prototype InitialisSation TIMe.........uuuueiiceeeriiiiiiie e 38
4.3 Coupling Between Object Classes (CBO) ....uceeeeeiiiiiiiiiieieeeeee e, 38
4.4 Weighted Methods per Class (WMQC) ...........wmeeeennnnnaeaeaeeaaeeesseeeeeennnnnnnnns 39
A5 SUMIMAIY euiiiiiiieiiie ettt e e e et ernmma e et e e e et e e eata e e eea e e etan s e e estnenaaeennaaees 39
(O P o (=T g ST =S U £ 40
5.1 Prototype Memory CONSUMPLION ........uuuvvrmimmmmmmeeeeeeeeeeeeeeeeeiiiinnnnnn e A0,
5.2 Prototype Initialisation TIMe..........ooiiiiceeiiiiiieee e 42
5.3 Coupling Between ODbjecCt ClaSSES .......c.oi e e e 43.
5.4 Weighted Methods per Class..........cccceeveevveeeveveiviiiciiiiii e eeeeevenenennn 44
5.5 SUMMAAIY .ot e et e e e e et e e e e eees 44
Chapter 6 Analysis and DISCUSSION ...........ccovvvvivieeeeemieee e eeeeeceeeeeiiiininnnn e 4B
6.1 Prototype Memory CONSUMPLION ........uuuvurmimmmmmmeeeeeeeeeeeeeeeeiiiiiiniie . 4B
6.2 Prototype Initialisation TiMe..........covviieeee i eeeeeees 46
6.3 Analysis of Prototype Design based on the CK Mst8aite............ccccceeeeennn... 53
6.4 SUMIMATY ...ttt ettt e et e e e e e eeta e e e eeestn e e e eeeesbmmnaneaeeaeee 55
Chapter 7 Conclusions and FUrther WOrK ................oummmmeeeeennnmnnneeeeeeeeessseeeeeennnnn. 56
RETEIENCES oottt e e e e e e e e e e s eas 59
0T = GO P PSRRI PPPPPPRRTN 63



Appendix A — Extended ABStract .............ceceeeieeeieeiiiieeeeeeiiiis

Appendix B — Additional Initialisation Test Progr&ource Code

Appendix C — PostSharp-generated Internal Classc8dCiode .....



List of Figures

Figure 1 - Natural Computing DiSCIPIINES ... o eieeeeiiiiiiiiiciie e eeeeeeeeeeeee e 3
Figure 2 - The IApoptotic INtErfaCe .........iceeeevvviiiiiii e 29
Figure 3 - The Apoptotic EVENtArgS Class ...cccccc i ieeiiiiiieeeeeee e 30
Figure 4 - The ApoptoticEventType ENUMEratioN ...cvvveeveeveiiiiiiiiiiieieeeeeeeeen 30
Figure 5 - The Prototypes class HierarChy ....cccc.ccccceeeeiiiiiiiieieiiieeeeeenes 31
Figure 6 - The AspectOrientedAgeNntBaSse .....cceeeeevveniiiiiiiieeeeeiieeeeeeceiieeeas 32
Figure 7 - The ApoptotiCALribULe ClaSS.....cumeeiiieeeeeeeiiieieeeece e 33
Figure 8 - The ApoptotiCODJECE ClAaSS .......ceueeeieieiiiiieeeeerer e 33
Figure 9 - Testing Memory CONSUMPLION ..o ieieeieiceeeeeeeeir e ee e e e 37
Figure 10 - Prototype memory reqUIrEMENTS . .eeevvvvrereiiiieeeeeeeeeeeeeeeeeeeessnnennns 40
Figure 11 - Disassembled prototype library assgmbl..............ccccceeiiiiiiiieeeennnn. 50
Figure 12 - PostSharp-generated internal ClasSS.-........oovvvvvviviiiiiiiiiiieieeeeeeeeeen, 51
Figure 13 - Apoptotic AOP prototype test prograati graph............cccovvvvviiiviininnnnn. 52
Figure 14 - AOP prototype initialisation teSt PIr@IN. ...........eeiirrireereeeeeeeeeeeeeeeees s 69



List of Tables

Table 1 - Prototype memory requirements in bYIeS.............vvvicciiiiiieeeeeeeeennnnnn 42
Table 2 - Prototype constructor execution time iligeconds............cccceeeeeeeeeeennn... 3.4
Table 3 - Time taken in milliseconds to insta®iADP prototype instances. ............. 49

Vi



Abstract

Complexity in computing is increasing beyond oypamty to manage it manually so we
are now looking at nature for solutions. Many pedmtlieve that autonomic computing,
inspired by the autonomic nervous system, will heipvide the solution to the complexity
problem through automation by enabling systemstmine self-configuring, self-healing,
self-optimising and self-protecting, without humatervention. With autonomic systems,
administrators can concentrate on what they waystem to do, then let the system

manage the low-level detail regarding how it wil done.

Apoptosis is a self-destruct mechanism built irgtiscwhich, when initiated, causes the
cell to destroy itself for the greater good of trganism as a whole, without causing any
harm to the cell's surrounding environment. Ineortd investigate this biological
mechanism in a computing context, this dissertatmmsidered how the Apoptotic
behaviours of self-destruct and "Stay Alive" signedn be applied to an agent-based
system in order to allow it to protect itself frarDenial-of-Service attack, along with
researching, via prototypes, whether the Apoptaticaviour can be implemented
efficiently using Aspect Oriented Programming, whis itself considered a means of

reducing complexity in software development.

It was hypothesised that a prototype which impletegipoptotic behaviour through

AOP would require more memory and take longer iitaiise than one which

implemented the behaviour through traditional intaece, but that the increased resource
requirements of the AOP prototypes would not baicant. Subsequent research and
testing indicated this to be true, notwithstandimg fact that the PostSharp AOP
framework for the .NET platform operates in suckagy that the first time an AOP
prototype is initialised the time taken is sigrdiint because the framework has to de-

serialise the AOP aspects from disk.
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It was also hypothesised that a prototype whichemented Apoptotic behaviour through
AOP would be more maintainable, reusable and utatetable than one which
implemented the behaviour through traditional iitaece. The prototypes were compared

using metrics from the CK Metrics Suite and thiswi@und to indeed be the case.
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Chapter 1 Introduction

This dissertation considered the problem of comiplem computing increasing beyond
our capacity to manage it, and the need for aisolid this problem. Many authors
believe that this solution will be found in natuezen to the extent of using biological
analogies to discuss the increasing complexitywofveng computer systems. In 1993,

Professor Carver Mead of Cal Tec stated:

“Engineers would be foolish to ignore the lessoha billion years of
evolution.” (quoted in Burbeck, 2007, p.3)

Given that our computer systems increasingly apeelave a life of their own, Mead's

observation is arguably even more apt today (Bk;ta2@07, p.3).

1.1The Problem of Increasing Complexity

The problem has been likened to the rapid increasgephone usage in the 1920s where
it was believed that there would insufficient huntapacity to operate the manual
switchboards of the time - an issue resolved bydter introduction of fully automated
telephone exchanges. The key problem we now fatteat computer systems have
become essential to many areas of our lives, bihieadame time increasing in complexity
and moving towards a point where we will not hawe lhuman resources to manage them

(Mainsah, 2002, p.2).

A certain contributing factor to complexity is thiereasing global interconnection of
systems forming vast “systems-of-systems” with lveha which may sometimes appear
non-deterministic to System Administrators duehi $cale of the systems and the
cascading effects within them. The emergent coxitylef future pervasive and
ubiquitous systems may become overwhelming unlesdavelop new mechanisms to
manage and regulate them (Sterritt & Hinchey, 2@06). Other factors contributing to

complexity put forward by Sterritt and Hinchey indé:



e The number of interacting components within thdesys

* Alack of domain knowledge.

* The environment within which the systems are im@eted.

* The existence of undocumented and/or poorly writgacy code.

1.2 Autonomic Computing

Like many others, Mainsah (2002) states that AutandComputing will help provide the
solution to the complexity problem, and cites IBMstonomic Computing initiative,
inspired by the Autonomic Nervous System, as thg f@evard (Horn, 2001). The
discipline of Autonomic Computing has evolved ihid to overcome increasing
complexity and our inability to effectively manag&rent and emerging systems

(Huebscher & McCann, 2008, p.7:21).

Natural Computing is an interdisciplinary fieldresearch investigating computational
techniques inspired by nature. It connects commmaience with the natural sciences and
abstracts computing paradigms from the naturaldvdari & Rozenberg, 2008, p.72).
Figure 1 illustrates the branches of Natural ConmguKari and Rozenberg describe, and

inserts an Autonomic Computing branch.



Natural
Computing

Cellular Evolutionary Atrtificial Membrane Molecular
Automata Computing Life Computing Computing
Neural Swarm Autonomic Amorphous Quantum
Computing Intelligence Computing Computing Computing
Apoptotic Artificial
Computing Immune
Systems

Figure 1 - Natural Computing Disciplines

1.3 Apoptotic Computing

This dissertation investigated Apoptotic Computmdjch is the application of the
concept of Apoptosis from the field of cellular laigy abstracted into a computing
paradigm. Apoptosis in biology is a genetic medsrarof intentional cell suicide whereby
the cell shrinks and breaks up in a controlled neannith little or no swelling or leakage
of its contents onto its neighbours (Majno & Joti895, pp.7-8). The process can be
initiated either from within the cell or by agemtsternal to the cell, providing a form of
programmed cell death that allows the organisnidtdself of unwanted cells without

harming neighbouring cells (Bullinger, 2005, p.7).94

Apoptosis occurs in all animals, indeed animalsicasurvive without it, and in a mature
human cell death exactly balances cell divisiancdntrast, when a cell dies accidentally
through injury the process is not controlled andiés through a process called Necrosis
whereby the cell swells and bursts, spilling itatemts onto the surrounding tissue. A cell
can sometimes recognise when it has been damagdeaditate Apoptosis, moreover, cells

will kill themselves routinely unless they regularéceive Apoptosis-suppressing signals



from their environment, so that they survive wheeded and kill themselves when they

are not — for the greater good of the animal avalev(Raff, 1998).

In terms of the disciplines of Natural Computingwi in Figure 1, the Apoptosis
metaphor can be viewed within the context of Actéll Immune Systems (Saudi et al.,
2008). Here, the concept of Apoptosis is appleedamputer system security whereby a
system is built from many small units and if onedraes “damaged” e.g. through a
computer virus it either initiates, or is instrutte initiate, Apoptosis, without affecting
surrounding system components — the analogy beiramenal cell invaded by a virus and
the immune system recognising the foreign bodyadtatking it. Creating such an
artificial immune system for a self-managing autmmcomputer system, i.e. a system
capable of self-configuring, self-healing, selfiopsing and self-protecting, has been
described as somewhat of a Holy Grail inspiringeghora of research papers (Miller,
2005; Hart et al., 2007). The autonomic compugaradigm is based on the biological
metaphor of the Autonomic Nervous System in thet #elf-managing without conscious
input from the user, and is gaining ground as a @fajesigning and building systems
capable of dealing with increasing cost and compiext is argued that Apoptosis will
make a valuable contribution to future autonomgtems (Sterritt & Hinchey, 2005a).
Indeed, Gabriel and Goldman (2006) expect softw@beecome like self-sustaining and

self-repairing living organisms continually adapgtito its environment.

1.4 Agent Based Systems

An example of a computer system built from manylsorats is a system which utilises
Mobile Agents. A Mobile Agent is a digital objeshich is not bound to the system on
which it originated, but has the ability to moverfr one networked host to another,
carrying its state and data with it, and onceaches its destination host is able to interact

with, and utilise the services of, the destinatiost agent system (OMG, 2000).



Mobile agent-based systems have gained in poppksit replacement for more

traditional client/server based models, with theaadages that they can reduce network
traffic and function independently of their origimay host system, reporting back to the
originating host later with small amounts of infation (Staneva & Dobreva, 2004;
Staneva & Gacheva, 2004). The following 7 featinage been proposed as good reasons

for the use of Mobile Agents (Lange & Oshima, 1999.88-89):

1. Agents reduce the load on the network This is due to the fact that the agent carries
out its work at the destination host rather thangisommunication protocols to send
messages (and thus traffic) back and forth actessetwork. Rather than pulling data
across the network from a remote host for procgssin agent can visit the host,
process the data in-situ, then return home.

2. Agents can overcome network latencyFor example, in a critical real-time system
where the time taken for instructions/commands/tgslto cross a complex network
might be unacceptable, an agent can act in-sitiversystem to make decisions in real-
time without network latency.

3. Agents encapsulate protocolsThis allows changes to be made in the proprietary
protocols used for communication between the agedtts host environment, whilst
allowing the agent to cross the network using distaéd standard communications
protocols.

4. Agents execute autonomously and asynchronouslynlike with a client/server
system, a continuously open network connection éetwhe system which creates an
agent, and the target system where it will perfasmvork is not required. The agent
can transfer to the target system and perform tiv& wadependently of the process
which originally created it. The tasks which tlyeat must perform are embedded into
it.

5. Agents can adapt dynamically Agents are aware of their host environment amd ¢
respond to it without reference to a centralisesimand and control system. They can
also interact with other agents within the host.

6. Agents are naturally heterogeneous Agents are generally dependant only on their
execution environment, and are independent of céenuchitectures, operating
systems and network transport layers. This allthes to operate in heterogeneous
systems built from multiple types of systems.

7. Agents are fault-tolerant and robust It is easier to built fault-tolerant and robust
systems when agents can respond to their hostoement, for example by persisting
themselves to disk or moving to another host wherenvironment indicates it is
closing down.

However, various security issues have been citedasons why agent-based systems have

not been fully utilised (Ahmed, 2005). These issuelude the need to protect:



» the destination host from malicious agents
» the mobile agent from a malicious host

» the mobile agent from other mobile agents
» the network on which they operate.

The Apoptosis metaphor has been suggested as & wieamproving the robustness of
Mobile Agents within an autonomic computer systatfowing the system to attempt to
repair malfunctioning agents and, if unsuccesstfdlce them to self destruct then replace
them with new ones. It is argued that this proegisequire few resources and not
interfere with the continuous operation of the allesystem (Olsen et al., 2008). Nature
has evolved robust solutions to challenging proklamd by learning from these solutions
more robust systems can be developed in the fulDeploying systems with a large
number of (possibly often-unreliable) Mobile Agerggjuires a mechanism to adapt to a
wide variety of possible failures without user mntion, and Apoptosis looks to be such

a mechanism (George et al., 2003).

1.5Research Aims and Research Question

The previous section introduced Mobile Agent-basgstems, one such system being
Aglets which allows agents to move between hodegys and execute autonomously.
However, the creators of Aglets highlight a potainirawback of the system — it is
susceptible to a Denial-of-Service (DoS) attacknea& Oshima, 1998, p.35). A DoS
attack attempts to prevent the use of a compustesyby overloading the system so as to
prevent it from processing, and responding to tilegite requests (McDowell, 2009). In
such an attack, agents may either swarm into adysg¢m or make multiple copies
(referred to as clones) of themselves, taking tdvehost system’s resources and rendering
it unable to function normally. The aim of thisskertation was to investigate whether
Apoptosis can be implemented in such an Agent-bagstgm in order for it to protect
itself against such an attack, and whether thisbeaaccomplished efficiently and

effectively through the use of Aspect-Oriented Paogming (AOP). For Apoptosis to be



implemented efficiently it will need to be implented without undue additional memory
requirements or additional execution time, andtftw be implemented effectively the
Apoptotic behaviour will need to succeed in itseative of allowing the system to protect
itself from a DoS attack. Additionally, the implentation of the Apoptotic behaviour
should be elegant, i.e. simple, concise and readaht maintain a clear separation of
concerns (SoC). Separation of concerns is a ca@npatence design principle commonly
attributed to Edsger W. Dijkstra which specifieatth program should be designed in such
a way that distinct features are kept separaté, agtminimum as possible overlap of
functionality (Dijkstra, 1974). The overarchingpothesis is that this aim can be

achieved, and section 1.5.1 below presents selgpaktheses which were tested.

Within Software Development, Aspect-Oriented Pragrang is considered a technique to
manage increasing complexity by factoring out comrmesign elements known as
crosscutting concerns, into their own separate neodueferred to as an aspect — and
combining them in a “plug and play” fashion with Itqple objects either during
compilation or at runtime (Elrad et al., 2001). ofgpotic behaviour in a mobile agent is

one such crosscutting concern suitable for factpoit into one or more separate aspects.

To investigate the concept of Apoptosis within artgomic Computing paradigm, the
research element of this dissertation prototypebtasted Apoptotic behaviour in
prototypes based on mobile agents. The prototyees tested in short but complete

programs (Skeet, n.d.).

The literature has suggested a number of commomptapo behaviours, drawn from the
field of biology, which a digital object might imgrnent. These behaviours can be

amalgamated into the following list:

» Controlled self-destruct without detrimental effeatthe surrounding host
environment.

* Receipt of "Stay Alive" signals from a trusted extd source, initiating Apoptosis
on cessation of these signals.



* Sending "I'm alive" signals back to a base corgroll

* Initiating Apoptosis when damage is detected (@agexception).

» Initiating Apoptosis when instructed to do so frammsted external source.
* Instructing adjacent agents to initiate Apoptosis.

* Replacing adjacent agents which have self-destiugtiéh new ones.

In order to research the hypothesis that Apoptaisbe used as a mechanism for an
agent-based system to protect itself from a Do&lttthe first two of the above
behaviours — controlled self-destruct and “Stay@&lisignals were prototyped. These
particular behaviours were selected because thegthi parallel biological behaviour

described in the literature.

15.1 Hypotheses

Section 3.3 presents the prototypes created tohtestypotheses below, whilst section 3.4
presents the CK Metrics Suite which was used twigeoquantitative metrics for the
prototypes. These prototypes consist of classésvitmplement Apoptotic behaviours
through either traditional inheritance or AOP, avete used to test the following

hypotheses:

1. That implementing Apoptotic behaviour though AOP wil result in greater
memory requirements than implementing it through traditional inheritance,
defined as greater memory consumption in bytes, buhat the increased memory
requirements will not be unduly large or significart and that the prototype will be
efficient. This hypothesis considers the efficiency of @gla terms of its memory
consumption. It is assumed that a class whichemphts Apoptosis through AOP will
consume more memory than one which implementsautyh traditional inheritance
due to the additional objects created by the A@méwork.

2. That instances of classes which implement Apoptotizehaviour through AOP will
take longer to initialise than instances of classeghich implement it though
traditional inheritance, defined as a greater timan milliseconds, but that the
increased initialisation time will not be significant and that the prototype will be
efficient. This hypothesis considers the efficiency of @gla terms of the time it
takes to fully initialise. It is assumed that asd which implements Apoptosis through
AOP will take longer to initialise than one whighplements it through traditional
inheritance due to the additional objects createthe AOP framework.



3. That a class which implements Apoptotic behaviourtirough traditional
inheritance will be more tightly coupled than a clas which implements it via
AOP, defined as a higher CK-CBO metric. Section 3.4 discusses the CK Metrics
Suite which is a set of metrics to measure clasgydeand the Coupling Between
Object Classes (CBO) metric is a count of the nurmabether, non-inheritance related,
distinct class hierarchies on which a class is ddget. It is a measure of the
understandability and reusability of a class.

4. That a class which implements Apoptotic behaviourltrough AOP will be more
reusable, maintainable and understandable than a aks which implements it via
traditional inheritance, defined as a lower CK-WMC metric. The Weighted
Methods per Class (WMC) metric is a count of thenhar of methods a class
implements. It is a measure of the understandghitiaintainability and reusability of
a class.

1.5.2 Objectives

In order to achieve the aim of this research, tilewing objectives needed to be met:

1. An investigation into the current state-of-thetarautonomic and Apoptotic
computing was conducted in order to complete tieediure review.

2. Aninvestigation into AOP and current AOP framewsoftar the .NET platform was
completed.

3. A number of Apoptotic behaviours were selectedpfatotyping.

4. Prototypes which implemented Apoptosis via AOP @aditional inheritance were
developed.

5. The development of tests to be conducted on thefymes, along with evaluation
criteria for those tests.

6. Conducting the tests on the prototypes.
7. Analysis of the test results.

The prototypes were implemented using the C# progniag language on top of the
Microsoft .NET Framework, along with an existing R@amework - PostSharp (ISO,
2006; Microsoft, n.d.; Fraiteur, 2008). The JetBsadotTRACE 3.1 performance and
memory profiler was used to compare and contraspérformance and memory
requirements of multiple different prototype implentations (JetBrains, n.d.). Where
appropriate, prototypes communicate with each aikerg property accessors and the
.NET Event Model, aEventbeing a member of a class to which other objemts c
subscribe in order to receive notifications whestae change or other such event has

occurred (ISO, 2006, p.307). Accessols a method of a class which retrieves the value
9



of an internal variable, and has a counterparMutator — which assigns a value to an
internal variable. These methods are commonly knasGettersandSettersand are
used to promote encapsulation — or data hiding ergldy the internal mechanisms of the

class are hidden from clients of that class (TherOgniversity, 2005, p.220).

1.6 Contribution to Knowledge

Prior work described in the literature concludeat lutonomic self-monitoring properties
can be successfully implemented in a system us@g #vith little additional overhead.
Similarly, this dissertation investigated whethgrofatotic self-destruct properties can be
implemented in a prototype using AOP with littled@abnal memory or performance
overhead. It investigated Apoptotic Computing tmpiementing the Apoptotic behaviours
of self-destruct and “Stay Alive” signals drawnrfrdhe literature, through the use of both
AOP and traditional inheritance, and compared thei@ency of the two methods. The
prototypes were written in C# on the .NET platfaand the PostSharp framework was

used to provide AOP.

The prototypes were inspired by mobile agents,taadesearch question investigated
whether an agent-based host system can utilisetApisto protect itself from a Denial-
of-Service attack. Section 1.5.1 hypothesiseddhabtotype which implemented
Apoptotic behaviour through AOP would consume nmasmory and take longer to
initialise than one which implemented it throughentance, but that the increased
memory usage and initialisation time would not igmiéicant and that the Apoptotic
behaviour would be implemented efficiently thros@P. The subsequent research
showed this to be true, albeit with a PostShardempntation-specific issue which was
identified whereby the first instance of an AOPtptgpe took significantly longer to
initialise as the PostSharp AOP framework loadsdralised version of the prototype

from disk.

10



Section 1.5.1 went on to hypothesise that protaypeich implemented Apoptotic
behaviour through AOP rather than inheritance bellmore reusable, maintainable and
understandable. Metrics from the CK Metrics Suigze used to evaluate these

hypotheses and found them to be true.

The above mentioned findings from this researchrimrte to our knowledge of the use of

AOP to implement Apoptotic behaviour.

1.7 Summary

This chapter has described the increasing probfesoraplexity in computing and how
researchers are now looking to nature for solutichistonomic computing has been
proposed as a solution to the complexity problerth wpoptosis or self-destruct for the
greater good of the overall system, being one ptg@e an autonomic system. This
chapter also introduced mobile agent-based sysa@chslescribed some of their
advantages and disadvantages, and posed the regeastion: can Apoptosis be
implemented efficiently and effectively, througlethse of Aspect-Oriented Programming,
in an Agent-based system in order for it to proiesetif against a Denial-of-Service attack?

The hypothesis is that it can be.

11



Chapter 2 Literature Review

This chapter presents the literature which hasvated this research. It begins by
discussing the origins and objectives of autonarnimputing, before focussing on
Apoptosis, or self-Destruct, as a specific autormopnoperty. This is followed by some
specific examples of how Apoptosis can be applecbimputer systems, including several
examples from the literature, before defining savepecific Apoptotic behaviours. The
chapter goes on to discuss mobile-agent basedwsysted finally Aspect-Oriented
Programming.

2.1 Autonomic Computing

Autonomic Computing originated at the IBM Resedbiision as a holistic approach to
solving the growing problem of complexity in comioigt, a problem which is growing at
an exponential rate (Horn, 2001; Lightstone, 20(Hyrn states that the problem is not
about maintaining pace with Moore’s Law, which oraly stated that transistor counts
would double every year, but with the problemsiagg$rom there being insufficient
skilled IT workers available to maintain and adrsiar the ever increasing numbers of
interconnected computer systems and associatededestich as Personal Digital
Assistants (PDAs), Smartphones, and other intexnabled devices (Moore, 1965). He
goes on to say that increasingly powerful systema$aing developed to improve
productivity through the automation of mundane $ashus allowing people to concentrate
on new tasks, but that this automation has theteffecausing complexity as a byproduct,
requiring increasing numbers of skilled IT work&wsnanage that complexity. This was
confirmed by Mainsah (2002) in his review of HorAstonomic Computing initiative,
and he also concluded Autonomic Computing to bestihation to the complexity problem
and corresponding skills shortage. To put a qtative figure on the shortage of skilled

IT workers, the overall perceived shortage of lillskn the UK rose from 4.2% in 2007 to

12



6.8% in 2008, with 40% of respondents reportingument and retention issues, up from

29% the previous year (NCC, 2008).

The cause of increasing complexity has also beebuwed to the complexity of the real-
world problems software is now trying to addre&abriel and Goldman (2006) of Sun
Microsystems discuss the problem of increasingnso# complexity, arguing that
software complexity arises from the complexity fué problems it is trying to solve, and
that currently there are a lack of good models rilgisg) how complex systems are
organised. They believe that software will eveltyuszecome self-repairing and self-

sustaining, comparable to a living organism.

Autonomic Computing was inspired by the human aomaic nervous system as a self-
managing, self-regulating, system which carriesitsuunctions in the background
without conscious effort on the part of the indivédl (Horn, 2001). As an example of this
self-regulating autonomy, Horn describes how pedpl@ot consciously increase their
heart and respiratory rates when running for atraihe autonomic nervous system
performs those tasks automatically — allowing husrtarthink about what they want to do
rather than how to do it. This is the metaphorrHaoposes to build computer systems
capable of running themselves — self-regulatingseiimanaging. Autonomic systems
need to be endowed with self-management capabilitléch enable them to carry out the
detail of their management tasks according to hegkt objectives specified by humans
(Kephart, 2005). These autonomic self-* propentvese expanded into the self-CHOP
system at IBM, and Miller (2005) of IBM describétfour constituent elements of the
self-CHOP autonomic system: self-Configuring, $éd#faling, self-Optimising and self-
Protecting. He concludes that, whilst a useful whgharacterising aspects of autonomic
computing, the four disciplines of self-CHOP shontd be considered in isolation, but
should be integrated. Sterritt and Hinchey (208%pect to see more self-* behaviours

emerging as requirements for autonomic systemkjdmg: self-Anticipating, self-
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Critical, self-Defining, self-Destructing, self-jaosis, self-Governing, self-Organised,
self-Reflecting and self-Simulation. This disstoia considered the role of self-Destruct

in computing systems.

Marshall and Dai (2005) state that with increasemlexity, conventional systems suffer
a degradation in reliability because of the accatioih of errors in the system, and argue
that Autonomic Computing will help resolve thisussand thus produce more reliable

systems. Describing the properties of an auton@elfeCHOP system, they argue:

» self-Configuration improves reliability by reducing configuration ers made by
people due to their inability to optimally configularge, complex and dynamically
evolving systems.

» self-Healingallows a system to automatically diagnose, and teeover from,
faults. Reliability is improved because the systeithrepair only the part which
has failed, without bringing down the whole systé&mus retaining at least some
resource availability.

» self-Protectionimproves reliability by allowing an autonomic syst to protect
itself from both internal and external attack.

Hart et al., (2007) support the above argumerasingtthat autonomic systems must be
able to “heal” themselves by having the abilityécover from both routine and
extraordinary events. They add that autonomicesystmust be aware of their

environments and surrounding activity, and be &dkect on them accordingly.

Horn (2001) said that the level of automated fuorality which might be possible through
Autonomic Computing might seem like a panacealferrtext era of computing, leading
Sterritt and Hinchey (2005) to ask whether Autoro@omputing is panacea or
poppycock? In other words, is Autonomic Computangmedy for all the industry’s
computing ills or simply nonsense? After reviewangumber of success stories from
early Autonomic Computing systems, they concluded the autonomic metaphor had
much to offer in the advancement of complex systenusthe future of computing,

arguing that future autonomous systems will relyaatonomic properties for their
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viability and very existence, but that the autormoommunity should be wary of
portraying it as the next Silver Bullet. Huebsched McCann (2008) highlight a number
of open challenges in Autonomic Computing on wtitedr autonomic community should
now focus, including how to evaluate the perfornegaottan autonomic system and the
need to establish a distributed trust mechanisnvd®at systems. They do however
conclude that in the future Autonomic Computingl wé as accepted and widespread as

distributed computing is today.

2.2 Apoptosis and Apoptotic Computing
In cellular biology, Apoptosis is a mechanism adgnammed cell death whereby perfectly

healthy cells regularly commit suicide for the gezagood of the living organism, and all
cells come with this self-destruct mechanism huniltRaff, 1998). This is the metaphor on
which this dissertation was focussed — researchviratys for digital objects to commit
suicide for the greater good of the overall systeithout causing any harm to their host

environment.

Figure 1 portrayed Apoptotic Computing as a sulmtinaof Autonomic Computing which
in turn is portrayed as a sub-branch of Natural @aimng. To put this into context, Horn
(2001), in describing an Autonomic system, staked it can be built up from components
with some Autonomic capabilities at each level fnaricroprocessors to servers to
networks of servers and other devices. He therpeoed this to the hierarchy of the
human body built up from cells to organs to systefiergans (e.g. the autonomic nervous
system), with each level in the hierarchy maintagrsome measure of independence
whilst contributing to the higher needs and goothefbody as a whole. Raff (1998)
described how Apoptosis is a programmed self-detsinechanism at the cellular level,
therefore it can be argued that Apoptotic Compuitsng sub-branch of Autonomic
Computing residing at the component level, corradpag with the self-Destruct

autonomic property put forward by Sterritt and Hieg (2005). When describing the
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wider field of Natural Computing, Kari and Rozendpé2008) do not address Autonomic
Computing specifically, but discuss artificial imnausystems, which would form the self-
Healing property of an autonomic system (Miller02D The Apoptosis metaphor has
been put forward in the context of an artificiahimne system applied to computer
security, particularly with a view to combating ieasingly malicious software (Saudi et
al., 2008). In this case, the computer system evbelcompartmentalised into many small,
disposable, components or cells, which can theiaiaiApoptosis should they become

infected in some way.

2.2.1 Proposals for Apoptosis in Computing
The following section provides a brief descriptmrsome proposals for the use of

Apoptosis in the literature:

Chapter 1 briefly introduced how Saudi et al. (20€éhsidered Apoptosis as a mechanism
to improve the security of computer systems agaitiatk by malware. They demonstrate
this in their subsequent work on the STAKCERT Fravordx which they developed to
control and isolate a computer attacked by a w@&audi et al., 2009, p.105). The
STAKCERT Framework operates in two phases: phasaitlises a set of algorithms to
detect and identify a worm, whilst phase two wgigApoptosis to separate the computer
from the network so as to prevent the worm froneaging — thus following the Apoptosis
metaphor of self-destruct for the greater goodhefdystem. Apoptosis in STAKCERT
comprises of the infected computer disallowing &&s, locking unrelated ports and

shutting down server-based applications.

Tschudin (1999) discusses Apoptosis in the cordkatdistributed service composed of
numerous tiny mobile programs distributed acrossynmnysical network nodes at
runtime. In contrast to a monolithic server applaa the mobile programs are

dynamically reconfigurable and can bind to différghysical locations at runtime, for
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example to make optimum use of resources. Tschreflins to these fine-granular mobile
code based network services as Highly Distributexdbil@ Services (HDMS). Terminating
such distributed services poses a challenge becani#e for example a large mail server
application, the programs' physical locations anriatwork are difficult to ascertain and
they can only be accessed via the same networkharhwhey are functioning, i.e. one

cannot have a separate control channels to comatenigth the distributed service.

Instead, Tschudin proposes to build Apoptotic behavinto the tiny mobile programs
which make up the HDMS, then using a second HDMifit@te the self destruct process
when there is a need to end the first servicegxample if it has reached a state where it
cannot return to a safe configuration. In respdosen external event, a termination signal
will be propagated to the mobile programs alongstimae lines as the HDMS originally
deployed itself. In effect, a controlled, ordentyass suicide of the service components
will result. The “Death Signal” will trigger coda the mobile objects which both initiates

the Apoptosis routines and causes the object tbdupropagate the signal.

Lilien and Bhargava (2006) present a proposaltferintroduction of Apoptotic behaviour
into objects in the form of atomic bundles whicluple sensitive data and associated
metadata, to be passed between systems with diffieneels of trust, based on the owner
of that data’s security requirements regardingpitieacy of their data, which they define
as the owner's ability (via the object) to contr@ availability and exposure of their
information. Private data is only exposed by thadie with the owner's explicit consent.
Lilien and Bhargava cite existing privacy solutidng argue that privacy would be better
implemented if privacy protection mechanisms wepauw of the actual data they are

supposed to protect, i.e. bundles, for the datetinhe.

The private data within the bundle is at greatsk the further it is disseminated through a

chain of systems. Under Lilien and Bhargava'’s sehef a data bundle detects it is within
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a system it does not trust to access the dataariying, the endangered digital object can
initiate Apoptosis to self-destruct and destroydhaéa it holds in a controlled manner in
order to protect the data owner’s privacy. Thegppise a controlled “adaptive
evaporation” of the data through Apoptosis wheriilgyprivate data is destroyed first,
followed by the metadata in order to prevent anthefprivate information in the bundle

being inferred from the metadata.

Lilien and Bhargava propose implementing the Apsistonechanism through a set of
detectors in the object which trigger the Apoptaside when a credible threat is detected.
However, in their scheme this is not an “all ormieg” scenario — the object might have
different trust levels for different host systenmsl @an adapt the Apoptosis accordingly,
e.g. destroy or obfuscate some of the sensitive \dhilst making other data available in
accordance with the amount of trust the data owr@eferences give to the host system.
This is their “adaptive evaporation” through Apogg— in some systems the owner might
only want their information made anonymous, whereaghers, it should be rapidly and

totally destroyed to preserve privacy.

Arguably Lilien and Bhargava’'s work on self-destmg Apoptotic data bundles can be
incorporated into, and compliment, the proposaf\byra et al. (2006) to build autonomic
self-optimisation and self-configuration propertie® healthcare information supply
chains, which they argue should be able to resposdrges in demand, for example due
to an epidemic. Doctors, patients, healthcarerosgéions, laboratories, public health
bodies and insurance companies (in the USA) armsntally linked and collaborate, to
ensure the availability of the right data to thghtiagency at the right time. An epidemic
can result in a scarcity of the resources requoecdeat patients effectively, and the
complexity required to re-allocate and redistribrgigources would rapidly overwhelm
human administrators. Arora et al. argue thagat@ication of autonomic self-

configuration and self-optimisation properties wballow the system to relieve human
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administrators of this burden and redistribute veses optimally. In this context, the
Apoptotic properties of the data bundles proposetilien and Bhargava would protect
the sensitive patient data as it is forwarded betwtbe autonomic systems of the various
collaborating agencies. This example illustralesrble Apoptosis can play in autonomic
computing, along with the role autonomic computiag play in solving the problem of

increasing complexity.

Tschudin's approach to Apoptosis in digital objetitiers from that of Lilien and
Bhargava in several important ways. Firstly, Tslthis object is told to initiate Apoptosis
by a trusted message received from the externacgment whereas Lilien and
Bhargava's object initiates Apoptosis itself basedts mistrust of the external
environment it finds itself in. Secondly, Tschudiapproach involves many small objects
all self-destructing as a single composite unitchmakes up the distributed service,

whereas Lilien and Bhargava propose to encapsudditeldta into a single atomic bundle.

Sterritt and Hinchey (2005b) describe the Apoptasesaphor with regard to NASA’s
ANTS (Autonomous Nano-Technology Swarm) missioncihbetween 2020 and 2030,
will launch a swarm of around 1,000 tiny spacedraitn a factory ship to explore an
asteroid belt. They claim around 60-70% of théspsswill be destroyed on entering the
belt, with the remaining “workers” acting as a smao explore the belt, the analogy being
a swarm of ants as described by Kari and RozerB6@g) — se&warm Intelligencén
Figure 1. Sterritt and Hinchey go on to describe hf and when any of the remaining
worker craft malfunction or are no longer ablea@oharge their solar powered batteries,
they will either initiate Apoptosis of their own@rd, or be instructed to do so by either

the factory ship or other worker craft, and thué-destruct.
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2.2.2 Apoptotic Behaviours
The previous section described some of the apmitsifor Apoptosis in computing. This

sections identifies the specific Apoptotic behavsoprototyped in this dissertation, and the

literature which motivated their inclusion.

To recap, a Mobile Agent is a digital object whides the ability to move from one
networked host to another, carrying its state atd dith it, and once it reaches its
destination host is able to interact with the dedion host agent system (OMG, 2000).
Sterritt and Hinchey (2005a) describe agents abtlee key enablers for engineering
autonomic properties into systems, and discusaghef the Apoptosis metaphor as a
mechanism to allow mobile agents to send each ayre&mic health indicator signals.
They propose several Apoptotic concepts for usegels between agents in autonomic

systems:

» Heart-Beat Monitor — A signal sent from a mobile agent to indicats itstill
alive”.

* Pulse Beat Monitor— A signal sent from a mobile agent with the pukde
indicating the urgency of the signal.

» Apoptosis— a “stay alive” signal sent to a mobile agentaating that it should not
self-destruct. This is directly comparable to bgtal equivalent discussed by
Raff (1998).

After initially questioning whether Apoptosis isy@taphor too far, Sterritt and Hinchey
conclude that Apoptosis and the self-Destruct auton property will be valuable in

future autonomic systems.

Tschudin (1999) proposed the use of Apoptosishd self-destruct signals to the
distributed components of a highly distributed sgstwhereby each component processes
the self-destruct message, passes it on, thedestifticts. This differs from the “Stay
Alive” signals discussed by Sterritt and Hinche§({3a) in that the object is directly
instructed to self destruct as opposed to selfrdetsg by default in the absence of a

signal instructing it not to.
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Like Sterritt and Hinchey, Olsen et al., (2008)pgisopose a system which utilises “Stay
Alive” signals to prevent agents from self-destingty default. They propose a self-
regenerating system whose agents have a notiaritideéhship” in the system and are able
to monitor their environment. If an agent detecfault in itself it first attempts to repair
itself, and if this fails it will initiate Apoptosi If an agent in the system detects another
malfunctioning agent it will send it a signal tatiate self-destruct. Surrounding agents
will then attempt to generate a new agent to thkeptace of the terminated
malfunctioning agent. This self-destruction anglergeration is carried out at a low level
within the system and does not require many sysésmurces, thus the functioning of the

system is uninterrupted.

2.3 Mobile Agents
The Object Management Group has published the Ma&gkent Facility Specification

(MASIF) as a standard to promote interoperabilgyween mobile agent based systems
developed in a common language but by differenteen(OMG, 2000). The OMG
propose that the mobile agent community shoulddstatise: Agent management, Agent
transfer, Agent and Agent system names, and lataiinotax. The specification does not
define standards for local agent operations clagrtiat these are implementation specific.
The MASIF specification provides standardised defins for mobile agents and systems,
and presents a common interface for agents. Whiktissertation focused on Apoptotic
Computing and therefore did not research agenésysper se, agents were used as a
vehicle for discussion in the prototypes due toahlm®unt of existing literature on agents

within the field of Autonomic Computing.

Staneva and Gacheva (2004) describe how they resedapped the communications
infrastructure for their MAPNET Mobile-Agent platio in C# using .NET Remoting and
Serialization, following the MASIF specificationrfaigration. In their conclusion they

describe developing the communications servicdgeam) one of the most challenging and

21



important tasks in building the platform. It ig fbis reason that agents are simulated and

used only as a vehicle for discussion in this mtoje

2.4 Aspect-Oriented Programming
Aspect-Oriented Programming (AOP) is consideredhg t8 manage increasing

complexity by localising common design elementgvin as crosscutting concerns, into
their own separate module — referred to as an asp@wd combining them in a “plug and
play” fashion with multiple objects either duringrapilation or at runtime. A single
aspect can then advise many different objects @kdtal., 2001). An aspect can be
defined as a unit of modularity, encapsulation abstraction for the implementation of
crosscutting concerns, enabling the logic which wignerwise be scattered throughout a
system to be encapsulated in a single module. Bgpmulating the implementation details
of the function or feature they implement, aspeats hide this detail from the rest of the
system in much the same way that classes canlmttarmplementation details by

controlling access to their members (Colyer et24lQ5, p.136).

The code for Apoptosis was considered to be a cottasg concern in this dissertation.
Without AOP, virtually identical Apoptosis code wdweither need to be implemented in
multiple objects, scattered throughout the impletaigon, or a common base class. With
AOP, a single Apoptotic aspect can be createdsaaeach object at the appropriate join

points, thus creating a more modularised prototigsgn and implementation.

Chan and Chieu (2003) propose AOP as a techniguéréaluce Autonomic self-
monitoring and self-managing properties into legagstems, particularly where the
original source code is either not available dosloosely coupled and spread throughout
the application. They state that monitoring aggilan state and initiating appropriate
corrective actions when exceptions are raised t® c@mmon method of implementing

Autonomic self-Healing behaviour, and argue thatuke of AOP allows the monitoring
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functions to be developed as a separate crossguattimcern and be selectively integrated
into the application during development or at mn&i This is achieved by developing an
Autonomic Manager which collects and analyses ftata the monitored application by

means of sensors developed using AOP, and thes égigopriate actions.

The above proposal for application monitoring ush@P by Chan and Chieu has been
implemented in a case study by Salehie et al. (R0@%reby a prototype adaptive J2EE
e-commerce application was developed, and mong@@msors added through the use of
AOP. Salehie et al. concluded that implementirgatiaptive sensors though AOP to be a
promising approach to adding Autonomic self-momitgrand self-configuring properties

to an application, and that the AOP aspects adttledldverhead and performed effectively

under a high load.

The approach put forward by Chan and Chieu (20@®) adopted and adapted for
prototypes and testing in this project. Where tbposed the use of AOP to create
monitoring aspects, this dissertation prototypedi tested Apoptotic aspects developed

using AOP.

2.5 Summary
Autonomic Computing is a holistic approach to sadvihe problem of increasing

complexity in computing which, if allowed to conti@ unabated, will overwhelm the
industry due to our inability to manage it. Thepusal is to develop self-managing
systems, inspired by the autonomic nervous systerthat human administrators can
focus on what they want the system to achieve rdkiaa how it will achieve it. This will
be implemented through the inclusion of a rangéself-*" autonomic properties into the
systems, one of which is self-destruct, inspiredh®ybiological phenomenon of Apoptosis
whereby a cell effectively commits suicide for dreater good of the whole organism.

Aspect-Oriented Programming is a development teglewhich promotes modular
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system design through the separation of conceawvgloping functionality which affects
many objects into separate aspects which can thapjlied in a "plug and play” fashion
to objects as required. AOP has been proposedresmas of implementing Apoptosis in

digital objects to allow them to self-destruct foe greater good of the system as a whole.
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Chapter 3 Research Methods

The research question, being the essential eleofi¢iné research process, has to be
formulated first and should then guide the selectibthe research method (Jarvinen,
2000). The choice of research method is largelgrdened by the aim of the research and
the research question, which to reiterate is: cpoptosis be implemented efficiently and
effectively, through the use of Aspect-OrientedgPaonming, in an Agent-based system in
order for it to protect itself against a Denial®érvice attack? The following sections
discusses the advantages and disadvantages ofteenafrpossible research methods, and

justifies the selection of the “Prototype and Testearch method.

3.1 Alternative Research Methods Considered

3.1.1 Case Studies
Section 2.4 described how Salehie et al. (2009esstully used the case study method to

implement Chan and Chieu’s (2003) proposal foriy@ementation of autonomic
monitoring sensors in an application using AOP .wkleer, for this dissertation a case
study would have required the investigation, in,sif a system which had implemented
Apoptosis in some form in order to answer the netequestion. At a minimum this

would require either the acquisition of such aeysfor study or time spent with an
organisation developing such a system. Data dellieitom such a study would most

likely be descriptive rather than quantitative, amg conclusions which emerged would be
solely limited to the system studied (Sharp et2flQ2). Also, it would most likely be
heavily influenced by the characteristics of thetegn studied. Therefore, a case study,
whist suitable for Salehie et al. working in a danproblem domain, was not considered a
suitable research method for this project due égpttactical issues surrounding obtaining
access to a suitable system to study, and thedbretare of the data which might be

obtained.
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3.1.2 Survey
This would have required undertaking a survey aih@oter Scientists to elicit their views

regarding whether Apoptotic behaviours can be imgleted in an object using AOP. This
would require participants to either be familiattwhpoptosis and AOP, or else have
sufficient time to familiarise themselves in ordeiprovide useful answers. Access to a
suitable number of such participants was considerée unachievable, for example,
while assessing whether to implement prototyp&st#nJava or C++, private
communication with the creator of the AspectC++ poen indicated that whilst he is an
AOP expert he is unaware of Apoptotic ComputingriSpyk, 2008). Also, this research
method would not yield any performance data folymigand thus not answer the
question of whether Apoptotic behaviours have begtemented efficiently. It was

therefore rejected.

3.1.3 Interview
This research method would most likely encounteiilar problems to those which would

have arisen when conducting a survey namely: l&skiitable participants with sufficient
background knowledge in Apoptotic Computing an&@P. However, unlike a survey
this could be mitigated in an interview situatitbinaugh the dialog between the interviewer
and interviewee, and thus would yield more usefddhat a survey. Nonetheless, whilst
the opinions gained might provide some useful imsignto the participants view of the
use of the Apoptosis metaphor in computing, it wlaubt yield sufficient quantitative data

to fully address the research question. Therdfoseresearch method was also rejected.

3.2 The Prototype and Test Research Method
The “Prototype and test” research method was sal@otdevelop the Apoptotic

prototypes for this project (The Open Universit902, p.99). The advantage of adopting

this research method is that it calls for the dewedent of simple objects and programs
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which are cut down so as to primarily contain jiagt Apoptotic behaviour to be analysed,
without interference from secondary elements sgafraphical user interfaces. This
research method also allows for iteration. McCdn@2004, p.114) states that often one
cannot fully understand whether a software desiginwerk until it has at least been
partially implemented, and that design questiomshmaddressed through prototyping,
which he defines as writing the bare minimum opdsable code required to answer a
specific question. McConnell goes on to state tihiattechnique only works well when the
guestion the prototype is designed to answer spasific as possible, and the prototype is

developed with the absolute minimum amount of code.

Floyd (1984) highlights a difficulty in defining Fptotyping" in software development in
that that the literal meaning of "prototype"” ig$fiof a type”, where in other branches of
engineering and manufacturing, the aim is to dgvaléeature-complete prototype then
mass produce replicas, whereas in software deveaopthe prototype is created as a
learning vehicle for part of a larger software eyst This is true also for this project as the
prototypes created will only investigate a smait p& what would ultimately be a much
larger Autonomic system. Floyd describes protatgpn software development as

consisting of four steps:

1) Functional selection- the choice of functions implemented in the piype.
Functions can either be implemented in their fioain, but only a select few
included ("vertical prototyping"), or functions araplemented sufficiently for
demonstration purposes but not for a final proqttadrizontal prototyping™).

2) Construction - the work of building the prototype with an empisaon evaluation
rather than long-term use.

3) Evaluation - Floyd considers this the decisive step in pxgiiotg because it
supplies feedback to the development process.

4) Further use - at this stage the prototype can either be diszhor re-used.
Prototyping whereby the prototype is discardedrafte is referred to asosed-endedr

throwaway prototypingwherea®pen-endedr evolutionary prototypingetains the
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prototype, which then goes on to become the fustugion of the final product (Pressman,

1997, p.301). This project used throwaway protesyp

The functions selected for implementation in thet@iypes represent the Apoptotic
behaviours discussed previously, namely contrakdtidestruct and “Stay Alive” signals.
The prototypes are constructed as minimally asiplesso as to concentrate on the specific

Apoptotic behaviour being prototyped.

As a part of the analysis, a performance and memafyer tool was used to evaluate the
prototype in terms of the overhead added by théeamentation of Apoptotic behaviours
into the objects, with particular regard to objgize and execution time, in order to study

whether the behaviour had been implemented effigien

3.3Prototypes

This subsection describes the implementation ofékearch method using the .NET 3.5

Framework and C# programming language.

Thel Apopt ot i c interface in Figure 2 below was created to dedlaeeApoptotic

behaviour to be implemented by the prototypes.
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}}_

( TApoptotic
Interface

= Properties
i‘*',:‘ StayAlive { getl; set; ) kool
= Methods
W Apoptize) : void
= Events
¥ Apoptized : EventHandler< ApoptoticEventArgs>

#  StayAliveAcknowledged ; EventHandler< ApoptoticEventArgs >

Figure 2 - The | Apoptotic I nterface

Along with a booleaiSt ayAl i ve property, and aApopt i ze methodt he

| Apopt ot i ¢ interface also declares a pair of events to whiblkroobjects can subscri
in order to be informewhen the object has receive®iaayAl i ve signal or performed
Apoptosis. For example, if an object held a caitecof | Apopt ot i ¢ instances, it
would subscribe to thApopt i zed events of the individual instances so as to rec
notification that the inance has sellestructed. This would allow the instance tc
removed from the collection, thus removing thersfreeference to it and allowing it to
garbage collected to release the memory spaceupad on the managed heap. -
callback methodn the subscribed object would receive as an arguaremstance of th
Apopt ot i cEvent Ar gs class containing information ababe event, as shown

Figure 3 below:

29



( ApoptoticEventArgs
Class
=+ EventArgs

= Properties
i‘s'l:' EwentTime { get; set; } : DateTime
5 EventType | get set: } : ApoptoticEventType
1’31:' Message { get; set; } : string
1‘31:' Source { get; set; }: object
= Methods
%  ApoptoticEventArgs(object source, ApoptoticEventType eventType, string message, DateTime time)

*

Figure 3 - The Apoptotic EventArgs Class
TheApopt ot i cEvent Ar gs class contains a number of properties which pro

information to the subscriber regarding the e\

1. Event Ti ne — the time the Apoptotic event occurred.

2. Event Type — an instance of th&popt ot i cEvent Type enumeration to
indicate tle type of event (seFigure 4 below).

3. Message -atextural description of the event.
4. Sour ce —the object which raised the eve

ApoptoticEventType e

Enum

StayAliveReceived
InitiatingApoptosis
SelfDestructed

Figure 4 - The ApoptoticEventType Enumeration

Figure 5below shows the hierarchy of prototype clas
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{ Agent LA
Abstract Class |
7
- Fields '
! ¥ agentlD
= Properties
{ 'ﬁ" AgentlD
& Methods
! W Aun
O IApoptotic
" PlainAgentBase ® ) AspectOrientedAgentBre. (9 |
Abstract Class i i Abstract Class
-+ Agent | —+ Agent
S Fields ; al
! ¥ _stayhlive |
| & Properties
_ ’ﬁ' Staydlive
| & Methods
! W Apoptize
= Events
¥ Apcptized
¥ StayAlivedcknowledged
| i
" PlainAgent %] | NMamelistAgent 2 | | AspectOrientedAgent @ )
Class Class Class
=+ PlainfgentBase =+ PlainfgentBase —+ AspectOriented AgeniBase
= Methods = Properties = Methods
% Run ' Mames % Run
© | & Methods
% MamelistAgent
% Run

Figure5 - The Prototypes class Hierarchy
At the top of the hierarchy is the abstrAgent base class. This defines an uni

numeric ID for each subclass instance whicrves for identification purposes, along w
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an abstracRun method which concrete subclasses must impleniarihese prototypes,
this method currently serves for illustrative pusps only. Thé\gent class serves as an
abstract base class to two further abstract clags=R| ai nAgent Base class and the

Aspect Ori ent edAgent Base class.

ThePl ai nAgent Base class implements tHeApopt ot i ¢ interface shown in Figure 2
directly in the source code, thus the implementatibthe Apoptotic behaviours will be
inherited by, and common to, all of its subclasddewever, the

Aspect Ori ent edAgent Base class does not implement th@popt ot i ¢ interface
directly, this is achieved post-compilation through PostSharp AOP weaver modifying
the compiled binary DLL library assembly. Thisaishieved by decorating a class with a
custom attribute, which is a piece of code annotatnetadata indicating to the weaver that
that the class is to implement a given Interfacé, ia the source code the

Aspect Ori ent edAgent Base class is decorated with tA@opt ot i ¢ attribute:

[ Apopt otii c]

public abstract class Aspect OientedAgent Base : Agent
{

}

Figure 6 - The AspectOrientedAgentBase
In .NET, a custom attribute is a class which dexifrem theSyst em At t ri but e class
or one of its subclasses. Figure 7 below show#guoptoticAttribute class, which has as
its base class tieost Shar p. Laos. Conposi ti onAspect class from the PostSharp

AOP framework.
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ApoptoticAttribute
Sealed Class

=+ Compositiondsped

= Methods

W CreatelmplementationChject(InstanceBoundLaosEventfrgs eventirgs) @ object

& GetPublicInterface(Type containerType) : Type
\ A

Figure7 - The ApoptoticAttribute class

In order to implement the 1Apoptotic interface e Aspect Or i ent edAgent Base
class via AOP podtuild, the PostSharp weaver generates an instance

Apopt ot i cObj ect class and encapsulates an instance of the

Aspect Ori ent edAgent Base class as a private field namednst ance within it.

Figure 8 shows thApopt ot i cObj ect class.

Q [Apoptotic

3

' ApoptoticObject
Class

= Fields
jﬁ"" _staydlive : bool
= Properties
:’@ﬂ _instance { get; set; } : object
ﬁ) StayAlive { get; set; }: bool
= Methods
W Apoptizel) : void
& ApoptoticObject(object instance)
= Events

# Apoptized : EventHandler<ApoptoticEventirgs
#  StayAliveAcknowledged : EventHandler<ApoptoticEventArgss

Figure 8 - The ApoptoticObject class

It is through this mechanism that tAspect Or i ent edAgent Base class implements
thel Apopt ot i c interface and defines the common Apoptotic behagisubsequentl

inherited by its subclasseHowever, in order to access the Apoptotic behaviotine
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Aspect Ori ent edAgent Base subclass, it must first be cast to an instandbef

| Apopt ot i c interface, whereas clients Bf ai nAgent Base subclasses can access the
appropriate properties and methods directly. linloases, th&popt i ze method uses

the .NET Framework’s reflection mechanism to digothen iterate over, all the
accessible instance properties. If the propessifihas implemented theApopt ot i ¢

interface then the propertyApopt i ze method is called, else the property is set to. null
Concrete Prototypes

Figure 5 shows 3 concrefégent subclasses developed for testing purposes, tweeder
from thePl ai nAgent Base class — thé®| ai nAgent andNaneLi st Agent
subclasses, and one from #epect Ori ent edAgent Base class — the

Aspect Ori ent edAgent class. The Apoptotic behaviour of the former twbdasses
is implemented through inheritance, whereas therlatass implements it through AOP,

which results in the same lines of code being dapdid in two separate classes.

3.4The CK Metrics Suite

The design of the prototype classes was assessgdmstrics from Chidamber and
Kemerer’'s (CK) Metrics Suite for Object Orienteddiy (Chidamber & Kemerer, 1994).

A metrichas been defined as:

“A gquantitative measure of the degree to which stesyy, component, or process
possesses a given attribut€lEEE, 1990, p.47)

Chidamber and Kemerer developed this suite of ogein response to criticisms of
previous metrics which cited: a lack of a theomdtlrasis; a lack of desirable measurement
properties; insufficient generalisation; being tpendent on the implementation
technology; and being overly labour intensive fatedcollection. They claim their suite
provides a set of metrics for object-oriented desupich are theoretically grounded and
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empirically validated, and furthermore specificalydress those aspects which are unique
to object-oriented design in its approach of modglteal-world objects, namely: classes,
encapsulation, inheritance and message passing CKhMetrics Suite comprises of six

metrics which have been summarised by Zakaria ashid(2006, pp.2-3) as follows:

1. Weighted methods per clasgWWMC) measures the maintainability, understandgbil
and reusability of a class by measuring the nuroberethods it implements. Firstly,
the more methods a class implements, the moreaidesffort will be required to
develop and maintain it. Secondly, since all sagss will inherit the methods, the
more methods a class implements, the greater thadnon its subclasses. Finally,
classes which implement large numbers of methcal$ilkaly to be less reusable as
they are more likely to be application-specific.

2. Depth of the inheritance tree(DIT) measures the understandability, reusabalitg
testability of a class by measuring the distancenfthe class to its root in the
inheritance tree. The DIT metric is the numbearndestors a class has, and the more
ancestors then the more methods the class is ligehherit, thus making its behaviour
more complex to predict. Deeper inheritance ttead to more complex designs
because they involve more classes and their regpeunethods, however, deeper
inheritance trees do increase the potential fosgeu

3. Number of children (NOC) measures the efficiency, reusability antatafity of a
class by counting its immediate subclasses, whickiigees an indication of the
potential influence the class can exert on thegthesf the system. A class with a large
number of immediate subclasses might indicate gmaper use of abstraction,
however, it can also increase reusability becaniseritance is considered a form of
reuse. Also, the class might require greaterrtgsif its methods which will increase
the time required for testing.

4. Coupling between object classeBO) is a count of the number of other, non-
inheritance related, distinct class hierarchiesvbith a class is dependant, i.e. classes
to which it is coupled. Classes with excessiveptiog are difficult, or sometimes
impossible, to reuse, whereas more independewnbsely-coupled classes facilitate
reuse. A highly coupled system is more difficolinderstand due to the interrelation
between different parts of the system, and moffecdif to maintain because it is more
sensitive to changes in other parts of the system.

5. Response for a clas@RFC) evaluates the understandability, maintalitgland
testability of a class by counting the total numblemethods which can be invoked in
response to a message received by an instance ofatbs, including methods
subsequently called inside the class itself. R&~& neasure of complexity, and the
more methods which can be invoked via messagesohe complex the class, making
it more difficult to understand and debug.

6. Lack of cohesion in method§LCOM) evaluates the efficiency and reusabilityaof
class by measuring the extent to which its metlaodselated to each other and how
they interact both with each other and on the mtavariables of the class. LCOM is
a measure of the cohesiveness of the class deggmeby high cohesiveness is
desirable as it promotes encapsulation and go@s diision. The LCOM metric is
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calculated for each instance variable whereby aevel calculated for the percentage

of methods in the class which use that variablee percentages are then averaged and
subtracted from 100%. Lower percentages indicgteater cohesion whereas higher
percentages signify low cohesion indicating thatdlass is probably too large with too
many methods performing different functions, arat thcould probably be refactored
into several smaller classes with higher cohesion.

Chidamber and Kemerer state that these six metecs specifically designed to measure
the complexity in class design, and are thus stagiasurements which can be taken before
program execution and are not implementation sjecithey also highlight a limitation of

this approach in that it does not capture any dyod@haviour in a system.

There have been a number of published studiesatadgithe CK Metrics Suite. Olague et
al. (2007, p.418) conducted an empirical validatbB object-oriented metrics suites,
including the CK suite, and concluded it to be adypredictor of object-oriented software
guality when developed using highly iterative agdeasoftware development
methodologies. However, they also concluded thantetrics can be affected by class
size stating that when development is still in¢hdy stages and complexity is still low,

the CK metrics will not be very effective. Thisnabusion supports previous work by El
Emam et al. (2001, p.643) in that it considersckze, however, they argue that class size
has a confounding effect on the results of the C¥&rMs Suite and that class size should

always be taken into consideration.

3.5Summary

This chapter discussed several potential reseaethats and provided justification for the
selection of the “prototype and test” research m@sh It then went on to discuss
prototypes and their use in software developmert,then presented the specific

prototypes developed for this dissertation.
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Chapter 4 Prototype Tests

This chapter presents the tests executed to colégaton the prototypes. Where
applicable, the test programs were profiled usimgJetBrains dotTrace 3.1 profiler

(JetBrains, n.d.). The test results are presant&thapter 5 and discussed in Chapter 6.

4.1 Apoptotic Object Memory Requirements

This test investigated whether Apoptotic behavitam be implemented efficiently by
measuring the memory overhead requirements of igiéing the Apoptotic behaviour
through inheritance versus AOP. The hypothesisthatsthe objects of a class
implementing the behaviour via AOP should havergdamemory footprint than one
implementing it though inheritance due to the addédl lines of code created post-build by

the weaver, but that this additional memory foatpshould not be unduly large.

A single instance of each of tReai nAgent , NaneLi st Agent and
Aspect Ori ent edAgent classes was instantiated and the profiler wastised to record
the total amount of memory consumed by each objéigiure 9 below shows thvai n

method of the test program.

static void Min()

Pl ai nAgent pl ai nAgent = new Pl ai nAgent () ;
Aspect Ori ent edAgent aopAgent = new Aspect Ori ent edAgent () ;
NanelLi st Agent nanmesAgent = new Naneli st Agent () ;

Figure9 - Testing memory consumption
In this test théNanmeLi st Agent object acts as a control: the class contains argen
Li st <stri ng> property calledNanes (see Figure 5 - The Prototypes class Hierarchy)

which is a collection capable of holding a variadteount of data, thus its memory
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consumption is variable depending on the size ®ttillection. By contrast, the other two

prototype classes have a fixed memory requirement.

4.2 Prototype Initialisation Time

This test investigated whether Apoptotic behavitam be implemented efficiently by
measuring the time taken to create an object df pamtotype class. It was hypothesised
that the prototype which implements the Apoptogbdviour through AOP will take
longer to construct than the ones which implemetiitaugh inheritance because the AOP
framework creates a separate object, an instantteedpopt ot i cObj ect class, which
implements the Apoptotic behaviour. In order tswe the results were not distorted by
the .NET runtime caching objects, each prototyps evaated in a separate program, and
each program was run 5 times to obtain an avereggugon time taken for each

prototypes constructor.

4.3 Coupling Between Object Classes (CBO)

The tests the third hypothesis in section 1.5.Ictvitated that a class which implements
Apoptotic behaviour through traditional inheritarvedd be more tightly coupled than a
class which implements it via AOP, defined as @&argCK-CBO metric, whilst section 3.4
presented the Chidamber and Kemerer (CK) Metridgte SThis test calculated the CBO
metric for thePl ai nAgent Base class which was the prototype that implemented
Apoptotic behaviours through traditional inheritapnandAspect Ori ent edAgent Base
class which was the prototype that implemented Agapbehaviours using AOP. These
classes were shown earlier in Figure 5 - The Pypest class Hierarchy. The test was
performed on these classes because this is theanabe class hierarchy where the
Apoptotic behaviour was implemented, and the pseagi#mt prototypes are derived from

them.
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4.4\Weighted Methods per Class (WMC)

This test is also part of the CK Metric Suite aesks$ the forth hypothesis that a class
which implements Apoptotic behaviour through AOH W more reusable, maintainable
and understandable than a class which implemenis itaditional inheritance, defined as
a lower CK-WMC metric. This test calculated the Wivhetric for thePl ai nAgent Base

andAspect Ori ent edAgent Base classes.

4.5 Summary

This chapter presented the tests for prototype mgemsumption and initialisation time.
It also described how the CBO and WMC metrics ftbmmCK Metrics Suite will be used

to test the third and forth hypotheses presentsgation 1.5.1.

39



Chapter 5 Results

This chapter presents the results of the testsisssd in Chapter 4.

5.1 Prototype Memory Consumption

The first hypothesis put forward in section 1.5ypdthesised that a prototype which
implemented Apoptotic behaviour through AOP wouwdsume more bytes of memory
than one which implemented it though tradition&le@ntance, but that the increased
memory requirement would not be significant. Fegi® below shows the total memory
requirements in bytes of each of the 3 prototypss#s, where both tReai nAgent and
NaneLi st Agent prototype classes implemented Apoptotic behaviorugh traditional
inheritance, whilst théspect O i ent edAgent class is the prototype which implemented

it through AOP.

Figure 10 - Prototype memory requirements
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The key values to consider from Figure 10 are theyges of memory consumed by the
Pl ai nAgent prototype compared to the 44 bytes consumed by the

Aspect Ori ent edAgent prototype, which shows that, with all other thifggng equal,
the prototype which implemented Apoptotic behaviaarAOP consumed 20 bytes more
memory compared to the prototype which implemeittdtdough inheritance. This
supports the aforementioned first hypothesis. froéotypeNaneLi st Agent class acted
as a control in this test to help gauge the sigaifce of the increased memory
consumption of the AOP prototype. As previouslgwh in the prototype class hierarchy
in Figure 5, this prototype, like th# ai nAgent prototype, subclasses the

Pl ai nAgent Base class which implements the Apoptotic behaviouotigh traditional
inheritance. The only difference between®hai nAgent andNaneLi st Agent
prototypes, is that the latter contains a field pdsing of a variable-sized collection of
string objects, which is the source of the addalanemory requirement of the

NareLi st Agent prototype. Given that a typical class will enagdpte various data items
in its internal fields, and that these fields witlcupy memory space at least similar to that
seen in théNaneLi st Agent prototype, then the results shown here argualgpat the
hypothesis that, whilst the prototype which impleteel Apoptotic behaviour through

AOP consumed more memory, the additional memoryirements were not significant.

Table 1 below shows the memory consumption of efi¢he prototype classes in greater

detail.
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Table 1 - Prototype memory requirementsin bytes

Class Memory Held Objects Total Memory
AspectOrientedAgent 20 2 44
PlainAgent 24 1 24
NameListAgent 28 3 84
ApoptoticObject 24 1 24

These results also include the memory consumeipbyt ot i cQbj ect class even

though an instance of this class was not createdtty, instead it was instantiated by the
AOP framework to provide thespect Ori ent edAgent object with the same Apoptotic
behaviours modelled directly in ti¢ ai nAgent super class. It is the sum of the 20 bytes
required by the AOP prototypespect Or i ent edAgent class plus the 24 bytes required
by theApopt ot i cObj ect class which lead to it consuming more memory tha4

bytes required by the prototype which implementedApoptotic behaviour through
inheritance, as was hypothesised in the first hygsis. These results will be discussed

further in Chapter 6.

5.2 Prototype Initialisation Time

This section presents the results from testingéduend hypotheses put forward in section
1.5.1. Table 2 below shows the execution time&fexecutions of the test program to
instantiate an object of each of the prototypesgaswith the last row providing the mean
execution time for each prototype class. The tgsiwere obtained using the JetBrains

dotTrace 3.1 Profiler.
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Table 2 - Prototype constructor execution time in milliseconds

Snapshot PlainAgent NameListAgent AspectOrientedAgent

0.38862

0.53085 158.31

0.42675 0.52452 147.96
0.37137 0.70085 144.86
0.34727 0.46791 150.15
0.38756 0.54549 147.84
Mean time: 0.384314 0.553924 149.824

It can be seen from the mean time presented ifirthkrow of Table 2 that the prototype
which implemented Apoptotic behaviour through A@ke@Aspect Ori ent edAgent )

took, on average, around 150 milliseconds to illstawhich was considerably longer than
the other two prototypes at 0.38 milliseconds ai® tnilliseconds respectively, both of
which implemented the Apoptotic behaviour througtditional inheritance. It was
hypothesised that the prototype which implementpdpiotic behaviour through AOP
would take longer to initialise than the prototypdsch implement it though traditional
inheritance, defined as a greater time in millis&tsy but that the increased initialisation
time will not be significant and that the prototyp#l be efficient. Given that the AOP
prototype took around 400 times longer to initialigiese results do not appear to support
that hypothesis. The results will be analyseddiadussed in section 6.2 of the following

chapter.

5.3 Coupling Between Object Classes

Analysis of the source code for tReai nAgent Base andAspect Ori ent edAgent Base

classes revealed that thepect Or i ent edAgent Base class is not coupled to any other
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class and therefore has a CBO metric of zero wkdhesel ai nAgent Base class is

coupled to the following six classes:

MBO1. Apopt ot i cConput i ng. Agent Li b. Apopt oti cEvent Args
MBO1. Apopt ot i cConput i ng. Agent Li b. Apopt oti cEvent Type
System Dat eTi e

Syst em Event Handl er

System Refl ection. Propertylnfo

System Type

N

5.4Weighted Methods per Class

Analysis of the source code for tReai nAgent Base andAspect Ori ent edAgent Base
classes revealed that thepect Or i ent edAgent Base class does not implement any
methods itself (excluding a default constructorhas a WMC metric of zero whereas the
Pl ai nAgent Base class implements the following seven methods (agacluding the

default constructor):

Apopti ze()

get _StayAlive()

set _StayAlive()

add_Apopti zed()

renove_Apopti zed()

add_St ayAl i veAcknow edged()
remove_St ayAl i veAcknow edged()

NoohAwN =

It should be noted that six out of the above sawethods are compiler generated in order
to provide access to the internal fields, namedSthayAl i ve property, and the
Apopt i zed andSt ayAl i veAcknow edged events of thé!l ai nAgent Base class. The

Apopti ze() method is the only method implemented in the soooxle.

5.5Summary

This chapter presented the numeric results ofesis performed on the prototypes, which

will be analysed and discussed in the followingptba
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Chapter 6 Analysis and Discussion

This chapter analyses and discusses the resusisntesl in Chapter 5 and then presents
further tests and analysis which investigate arpdagx the initial results from the previous

chapter.

6.1 Prototype Memory Consumption

To reiterate, the first hypothesis presented itiged.5.1 hypothesised that a prototype
which implemented Apoptotic behaviour through AO&wd consume more bytes of
memory than one which implemented it though tradai inheritance, but that the
increased memory requirement would not be sigmficd@heAspect O i ent edAgent
prototype implemented Apoptotic behaviour througBFA and consumed 44 bytes of
memory which was 83% more than #iai nAgent prototype which implemented it via
inheritance and consumed 24 bytes, but not as msitheNaneLi st Agent prototype
which also implemented it through inheritance, adich had additional fields resulting in
it consuming 84 bytes or 250% more memory. Theegfibican be argued that, whilst
implementing Apoptosis through AOP does increasmang requirements compared to
traditional inheritance, the increase is not sigaiit. The actuaAspect Ori ent edAgent
class itself consumed 4 bytes less memory thaRlthenAgent prototype, with the 24
bytes of additional memory being consumed by tise@atedApopt ot i cObj ect class
which was developed separately using the PostSk@mframework and which

implements the Apoptotic behaviour by encapsulatingo a separate aspect.

It can be argued that the increased memory reqgemenf the prototype which
implemented Apoptotic behaviour through AOP is sighificant because classes
modelling real-world entities will consume more nmagnthan the additional 20 bytes

required to implement the Apoptotic behaviour tlyloAOP. This was demonstrated by
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the inclusion of théaneLi st Agent prototype as a control. This prototype impleménte
Apoptotic behaviour through inheritance but consdittee most memory due the inclusion
of an internal, dynamically-sized, data collectidrhe stripped-down prototypes used in
this research were modelled on agents and it isnasd that if they were scaled up to
larger real-world objects the differential in bytassumed for the Apoptotic behaviour

prototyped here would remain.

In this test only single instances of the prototglasses were instantiated so the additional
20 bytes of memory consumed by the prototype wimgilemented Apoptotic behaviour
through AOP was minimal and on a modern system gidhbytes of memory 24 bytes is
arguably trivial. However, these stripped-downtptgpes are based on remote agents,
and the research question investigated whethegemt-dbased host system can utilise
Apoptosis to protect itself from a Denial-of-Sewviattack. It can therefore be assumed
that many, possibly thousands or tens of thousarfaggyents instances may exist in the
system at any one time, so the extra 20 bytesgeertanight then become significant
based on the memory available to the agent hostrayslf one million prototypes were
instantiated at a given time, the additional menmreguirement of the Apoptotic behaviour
implemented through AOP would only be approximaféivB, which is roughly

equivalent to a moderate graphics file or largeagsheet.

Salehie et al. (2009, p.21) stated that when thgyamented autonomic monitoring
functionality through AOP in their case study tloeycluded that the AOP aspects did not

incur a significant overhead and these results dveaém to agree with their conclusions.

6.2 Prototype Initialisation Time

Section 1.5.1 stated the hypothesis that instamicelasses which implement Apoptotic

behaviour through AOP will take longer to initigithan instances of classes which
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implement it though traditional inheritance, defirees a greater time in milliseconds, but
that the increased initialisation time will not §ignificant and that the prototype will be
efficient. Section 4.2 tested this hypothesis ®asuring the initialisation time of the
prototypes, whilst section 5.2 presented the reslthis test. Initialisation in this context
refers to the total time taken for the prototypetecute its constructor method, which is
called automatically when the prototype is creasalhg with the constructors of each of
its base classes. Initialisation is essentiakyithitial setting up of the object in readiness

for it to receive messages and perform actions ,(ER06, pp.321-25).

It can be seen from the test results obtained wsimwfiler, that the prototype which
implemented Apoptotic behaviour through AOP, Aseect Or i ent edAgent instance,
took 150 milliseconds to initialise (including tbeerhead of profiling), which is nearly
400 times longer than the 0.38 milliseconds it tdakprototype which implemented
Apoptotic behaviour using traditional inheritantd® Pl ai nAgent instance, to initialise.
TheNaneLi st Agent prototype also implemented Apoptotic behaviouotigh traditional
inheritance but, unlike thl ai nAgent prototype, had extra internal fields that also
required initialisation which is why it took sligitionger to initialise. Whilst this supports
the hypothesis that classes implementing Apoptmiaviour through AOP will take
longer to initialise than ones which implementitaugh traditional inheritance, the
increased initialisation time is significant givéirat these results indicate approximately
400 traditional non-AOP prototypes can be initedisn the time taken for a single AOP
prototype to initialise. To put this into perspeetf according to these results it would take
approximately one second for the system to in#éjust 7 prototypes implementing
Apoptotic behaviour through AOP, and this delay ldarguably be perceived by a user
sat at a computer, whereas in the same time thensy=uld initialise over 2500

prototypes which implement Apoptotic behaviour tigb traditional inheritance. If this
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were scaled up to a system handling thousandsjettsbthen the time taken to initialise
instances of the AOP prototype would be detrimetatéhe performance of the system.
This is a particularly important consideration widgard to the research question
concerning whether an Agent-based host system smaApoptosis, implemented through
AOP, to protect itself from a denial-of-serviceagt. Under such circumstances, when the
system was already under strain, the Apoptotic Wiehes would need to be as efficient as
possible. Therefore, it can be argued that theoproe which implements Apoptotic
behaviour is inefficient compared to the one whiaplements it using traditional

inheritance and that the hypothesis has been disgro

Given that it was hypothesised that a prototypdementing Apoptotic behaviour though
AOP would not require significantly more time tatialise than one implementing it
through inheritance, and would therefore be retdyiefficient in comparative terms, it
was surprising to find that the AOP prototype to@arly 400 times as long to initialise.
This prompted the development of a further testvestigate this result. A simple
program was developed which created ten instarfdée @rototype which implemented
Apoptotic behaviour through AOP, and the time itliseconds was measured for each
prototype instance to initialise. The program wascuted ten times and an average
initialisation time calculated for each of the #®@P prototype instances. The code for the
test program is shown in Appendix B, and the resulfTable 3 below — the key results
being the average times in the bottom row. It fthbe noted that this test did not use a
profiler because unfortunately the tool only praddhe total time spent in a method call
rather than providing a timing for each individgall to the method. Instead, an instance
of the .NET Framework’st opwat ch class was used, and therefore the resulting times
shown do not include any additional overhead wkokild have been incurred through
profiling.
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Table 3 - Timetaken in milliseconds to instantiate AOP prototype instances.

Iteration No

1 2
5.5738 | 0.0509 | 0.0073 | 0.0024 | 0.0039 | 0.0034 | 0.0039 | 0.0029 | 0.0024 | 0.0024
5.8394 | 0.0156 | 0.0068 | 0.0019 | 0.0024 | 0.0024 | 0.0034 | 0.0024 | 0.0019 | 0.0024
5.6228 | 0.0318 | 0.0058 | 0.0034 | 0.0039 | 0.0019 | 0.0024 | 0.0019 | 0.0019 | 0.0019
5.8566 | 0.0171 | 0.0024 | 0.0024 | 0.0024 | 0.0053 | 0.0029 | 0.0024 | 0.0019 | 0.0024
5.9924 | 0.0343 | 0.0024 | 0.0019 | 0.0024 | 0.0058 | 0.0024 | 0.0024 | 0.0024 | 0.0024
5.8821 | 0.0338 | 0.0049 | 0.0034 | 0.0024 | 0.0024 | 0.0019 | 0.0029 | 0.0024 | 0.0029
5.7615 | 0.0362 | 0.0053 | 0.0029 | 0.0029 | 0.0029 | 0.0024 | 0.0019 | 0.0019 | 0.0019
5.8267 | 0.0215 | 0.0039 | 0.0063 | 0.0024 | 0.0029 | 0.0029 | 0.0024 | 0.0024 | 0.0024
5.9090 | 0.0343 | 0.0058 | 0.0029 | 0.0024 | 0.0029 | 0.0029 | 0.0019 | 0.0019 | 0.0019
5.7292 | 0.0352 | 0.0049 | 0.0029 | 0.0029 | 0.0024 | 0.0029 | 0.0024 | 0.0019 | 0.0019

>

. —IOmTMmMmOOw™

5.7994

It can be seen from these results that the firsiP Atbtotype took on average 5.8
milliseconds to initialise, the second took 0.03isgconds, and the remaining eight
prototypes took on average 0.00295 millisecondsitalise. In order to find an
explanation as to why the first prototype instatoak significantly longer to initialise than
the remaining prototypes created by the programwibrkings of the PostSharp AOP

framework were examined.

PostSharp is an existing AOP framework and was tesedplement Apoptotic behaviour
though AOP in the prototype shown previously inudfeg5. As discussed earlier in section
3.3, PostSharp operates post-build whereby its areawndifies the Common Intermediate
Language (CIL) in the compiled DLL library or exé¢gble (.EXE) file produced by the
.NET compiler. This is how it associates AOP aspeath existing code. The compiled
file that has been modified by PostSharp can beneed and analysed using a
disassembly tool such as .NET Reflector (Redgatk).nThe prototypes were compiled
into a DLL library file named\gent Li b. dl | which was then modified post-build by
PostSharp. Figure 11 below shows the classestaedtypes in the disassembled

Agent Li b. dI | file:
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= <3 Agentlib
= W% AgentLib.dll
3] References

= 1)
@:E-:t5||11|:|E|11E|1tatic|1[3@

&% < Nogores
= {1} M0l ApoptoticComputing.AgentLib
“I¢ Agent
“I¢ ApoptoticAttribute
“I% ApoptoticEventirgs
=7 ApoptoticEventType
“I4 ApoptoticObject
“I% AspectOrientedAgent
“I% AspectOrientedAgentBase
=0 [Apoptotic
“I¢ Marnelistigent
“I% PlainAgent
“I% PlainAgentBase
= [ Resoupces

& Pn:nstSharp.Lan:ns.SeriaIizers.Einar}rLaasﬂ@

Figure 11 - Disassembled prototype library assembly.

The red ellipse at the top of Figure 11 highligltsinternal class named

<>Aspect sl npl enent at i onDet ai | s_1 which was created by the PostSharp compiler
and added to the final DLL. As it is internal leetassembly it cannot be accessed from
outside the library and is effectively hidden frame library’s clients. The lower red ellipse
highlights a binary resource added by PostShahesd two items are the source of the
performance bottleneck seen when initialising thst 6f the ten AOP prototypes and will
be discussed below. The remainder of the figuosvsithe various types which were

presented in Chapter 3.

The source code for the PostSharp-generatetspect sl npl enent ati onDetails_1
class (obtained from the disassembly tool) is shatvisppendix C, whilst a simplified

version is shown in Figure 12 below.
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[ Conpi | er Gener at ed]
i nternal seal ed class <>Aspectslnpl enentationDetails_1
{
internal static Type target Type
internal static bool initialized;
internal static readonly ApoptoticAttribute theAspect;

static <>Aspectslnpl ementati onDetails_1()
{
t heAspect = (ApoptoticAttribute) new
Bi naryLaosSeri alizer (). Deserialize(
t ypeof (<>Aspect sl npl enent ati onDetail s_1). Assenbl vy,
" Post Shar p. Laos. Seri al i zers. Bi naryLaosSeri al i zer.bin")[0];

target Type = typeof (Aspect Oi ent edAgent Base) ;
theAspect. Runtinelnitialize(targetType);
initialized = true;

Figure 12 - PostSharp-generated internal class

This class consists of a number of static field$ asingle static constructor which
initialises a single instance of the ApoptoticAitrie aspect which has been stored as a
binary resource in the compiled assembly. Thikessource of the performance
bottleneck as the AOP runtime has to load the ca@issembly (DLL) into memory
from disk, then re-construct an instance of the AQpect, however, it only has to do this
once for each AOP aspect. This one-off call tostla¢ic constructor of the PostSharp-
generate&>Aspect sl npl ement at i onDet ai | s_1 class can be seen, highlighted in
red, in the call graph shown in Figure 13 belowd enthe reason why the first AOP

prototype takes significantly longer to initialifen subsequent instances.
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100.00 % Main - 171.45 m3 - 1 call - Program.Main{String [])

20.753 % AspectOrientedhgent..ctor - 138.44 ma - 10 calls
- ME30l.ApoptoticComputing.Agentlib.AspectOrientedfgent..ctor ()

76.40 ¥ ~Initializelapecta~1 - 130.9% ma - 10 calls
- ME30l.ApoptoticComputing.Agentlib.bspectlrientedligentBase .
~Initializelspects~1 ()

T4.30 & <>AzpectzImplemsntationDetails 1..cctor - 127.38 m= - 1 call
- <xizpectzlmplementationDetails 1..cctor()

0.49%9 % InstanceCredentials..cctor — 0.84 ma - 1 call
- PostSharp.lLacs.InstanceCredentials..cctor ()

0.23 % MakeNew - 0.39 m3a - 10 calls
- PostSharp.Lacs.InstanceCredentiala.MakeNew()

.06 ¥ EventArgs..cctor - 0.10 ms - 1 call
- System.Eventirgs..cctor()

.00 % InstanceBoundLacsEventArg3..ctor — 0.00 ms - 10 calls
— PostSharp.Lacs.InstanceBoundlacsEventirgs..ctor{Object)

.00 % CreatelmplementaticnObject — 0.00 ms - 10 calls
- M30l.ApcptoticComputing.Agentlib.ApocptoticAttribute.
Createlmplementaticnlbject (InstanceBoundlLacaEventirgs)

0.6868 % ResclvePelicy — 1.14 ms - 1 call
— Syatem.Security.SecurityManager.ResclvePeolicy (...}

0.0% % IskssemblyUnderippBase — 0.16 ms - 1 call
— Syatem.Beflecticon.fssembly.lsksserbl yUnderhppBase ()

0.01 % CreateSecurityIdentity - 0.03 ma - 1 call
- System.Beflection.Rasembly.CreateSecurityIdentity(...)

Figure 13 - Apoptotic AOP prototype test program call graph
This call graph was obtained by profiling the amahial test program which instantiated ten
instances of the AOP Apoptotic prototype. The paogsmai n() method took a total of
171.45 milliseconds to start, create the ten AGRgbypes and terminate. The bulk of the
program’s execution time, 127.38 milliseconds dyo/dvas spent executing the static
constructor of the>Aspect sl npl ement ati onDet ai | s_1 class in order to load the

serialised AOP aspect from the compiled binary Dild_on disk.
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The PostSharp documentation states that Aspecisstamtiated during compilation and
attached to the classes which they advise, anthareserialised (i.e. saved) as a binary
resource in the compiled assembly. This can be isethe

Post Shar p. Laos. Seri al i zers. Bi naryLaosSeri al i zer. bi n resource highlighted
in Figure 11 and shown in Figure 12. This instasdéen de-serialised at runtime the first

time an aspect is “hit”, and occurs precisely oloceeach Aspect (Fraiteur, n.d.).

It can therefore be argued that the inefficienctyalty seen in the creation of prototypes
which implement Apoptotic through AOP is implemeita-specific and applies only to

the first prototype created, and that subsequetdmees of the same prototype class can be
created efficiently. This then supports the hypseth that instances of classes which
implement Apoptotic behaviour through AOP will tdkager to initialise than instances of
classes which implement it though traditional intagrce, but that the increased

initialisation time will not be significant and thidne prototype will be efficient, with the
caveat that when using PostSharp for the AOP imgftation the initial prototype

instance will take considerably longer to initialisecause the AOP aspects need to be de-

serialised from disk.

6.3 Analysis of Prototype Design based on the CK MetricSuite

Section 3.4 presented the Chidamber and Kemere) [&#trics suite which is a set of six

metrics specifically designed to measure compldaritglass design.

Based on a comparison of their respective Couigigveen Object Classes (CBO)
metrics, the prototype which implemented Apoptbghaviour through AOP, the

Aspect Ori ent edAgent Base class, is more loosely coupled than the prototypieh
implemented it through inheritance, thleai nAgent Base class, and is arguably therefore

more understandable and reusable. This supperthitidl hypothesis presented in section
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1.5.1 which stated that a class which implementspiqtic behaviour through traditional
inheritance will be more tightly coupled than asslavhich implements it via AOP, defined
as a higher CK-CBO metric. Zakaria and Hosny (2@04) argued that AOP will reduce
the coupling between core classes whilst increasiagoupling between the core classes
and the AOP aspects, but that this is an accepti@ue-off because the reduction in
coupling between the core classes will make thememausable. These results support

that argument.

The results in section 5.4 show the prototype wingblemented Apoptotic behaviour
through AOP had a Weighted Methods per Class (WME€Yyic of zero compared to a
WMC metric of seven for the prototype which implertezl Apoptotic behaviour through
inheritance, indicating that the AOP prototype renunderstandable, maintainable and
reusable. This supports the fourth hypothesisdla@ss which implements Apoptotic
behaviour through AOP will be more reusable, maiaiale and understandable than a
class which implements it via traditional inheritandefined as a lower CK-WMC metric.
These results also support the theory that th@ua©P will reduce the number of
methods in a class, resulting in a lower WMC maetrnen using the CK Metrics Suite to

evaluate software incorporating aspects (Zakarkdo&ny, 2006, p.3).

TheAspect Ori ent edAgent Base class implements the exact same Apoptotic behaviou
as thePl ai nAgent Base class but through AOP. The functionality, and¢ifigre the
methods and coupling to the other classes, hadyslmpn shifted out of the

Aspect Ori ent edAgent Base class and into the separ@gopt ot i cChj ect class

which contains the exact same source code, araiged to the exact same classes, as the
Pl ai nAgent Base class. This implies that the complexity is simpging shifted around,

out of the immediate class hierarchy and into assp aspect.
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There is arguably a distinct advantage to usingd@®@ technique — it allows the

Apoptotic behaviour, which is a cross-cutting cang¢éo be applied to classes in different
inheritance hierarchies, whereas with traditionkritance, thel ai nAgent Base class
must be an ancestor somewhere in the inheritaaeeofra given subclass. The prototypes
presented in this dissertation were developedarCi# programming language which only
supports single inheritance, therefore the AOP @ggr allows for greater design
flexibility, modularisation and reuse (1ISO, 200641). Also, since this dissertation used
the “Prototype and Test” research method, the pypés were stripped of all functionality
except for the Apoptotic behaviours, however, tifileences shown in the CBO and
WMC metrics for the AOP prototype compared to thigeritance-based prototype would

most likely remain even if the prototypes had offa@ctionality added.

6.4 Summary

This chapter analysed the memory consumption optb®type which implemented
Apoptotic behaviour through AOP versus the one Wwimeplemented it through
inheritance, and found that the increased memotigeoformer compared to the latter was
not significant. It went on to analyse the inigation time of the prototypes and found
that the time taken by the AOP prototype was sigguitly greater than the one which used
inheritance, which prompted further testing andysis This further test revealed that the
significantly longer initialisation time for the A®prototype was implementation-specific
due to the PostSharp framework loading the firstance of an aspect from disk. Analysis
showed that the time taken to initialise furthestamces was not significant. Finally, the
design of the prototypes was analysed using mdtoos the CK Metrics Suite which
indicated that classes based on the AOP prototypgddbe more understandable,

maintainable and reusable.
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Chapter 7 Conclusions and Further Work

Section 2.2.2 presented a list of Apoptotic beharga@rawn from the literature, and from
this list “StayAlive” signals and “controlled sedlestruct” were selected as aspects of
Apoptosis to be prototyped. Section 1.3 descrhma cells will automatically self-
destruct in the absence of signals instructing thetto, and that when they self-destruct
they do so without harming their surrounding enwvinent. In these prototypes, the
process of self-destruct consisted of settingnkermal fields in the prototype to null or
zero, then firing thépopt i zed event to send a message to other objects whichtmig
have subscribed to that event in order to indit@dé self-destruct had occurred. Since the
self-destruct mechanism prototyped here used tefteto discover the prototype’s

internal fields at runtime, it can effectively bgpdied to any .NET class using AOP.

The firing of theApopt i zed event on self-destruct is significant: when angcell self-
destructs it breaks down and removes itself froenatganism, whereas the prototypes
created here will continue to exist in memory aadsume resources whilst any other
object still holds a reference to them. Wpept i zed event is a signal to other objects
that the prototype has self-destructed and thgtsheuld therefore release their references
to it, thus allowing it to be garbage-collectedtbg .NET runtime and the resources it
consumed be released. If these prototypes weledsgp into a full system, it would be
beneficial if they could make themselves eligilde garbage collection rather than relying

on another object to release its references to.them

The event mechanism was also used to model Stag8ignals. The prototypes could
receive a boolean signal from an external souneeah event to acknowledge receipt, and

then if the signal was false, would initiate sedlsttuct. It would have been simple to
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include an internal timer in the prototype so thatould initiate self-destruct after a given

interval if no positive StayAlive signal was reoeil

This project considered mobile agents operatingjstributed systems and the Apoptotic
behaviours modelled in the prototypes would beulsefa full system. The test results
have shown that implementing Apoptotic behavioungi®\OP requires little additional
overhead in terms of memory requirements or ingizdilon time, and that by using AOP
classes become more reusable, understandable am@imeble. In a full agent-based
system, self-destruct and StayAlive signals candssl for example to remove
malfunctioning agents or ones consuming too masguees, prevent a system from
becoming overwhelmed with agents either uninteiafigror through a Denial-of-Service
attack, or simply to remove agents when they arlemger required or appear

unresponsive.

Had there been more time available to work onghigect, then a simulated agent-based
host environment would have been created to tesBthyAlive signals and to simulate the
system protecting itself against a DoS attack lfiaimg Apoptosis in agents. It was the
original intention to produce a simulator to simelthese Apoptotic behaviours as one of
the deliverables of this project and this was pHyticompleted. However, to simulate
autonomic agents it needed to be heavily threadddte thread co-ordination aspect was
beyond the scope of the project. Thus the prgkeat had to be altered slightly to focus on
the performance of the prototypes implementing Apop behaviour rather than the
behaviours themselves. If the project were toebdane from the start then greater
emphasis would be place on prototyping and testiggeater range of Apoptotic
behaviours drawn from the literature. That sdigs project has shown that AOP can be
used to efficiently implement Apoptotic behavioursNET objects where “efficient” is

defined as little additional memory or performaongerhead. The PostSharp framework
57



takes a relatively long time to create the firstamce of an aspect, but subsequent aspects

are quick to create.

The prototypes created for this project used Pa@sf{Bivhich required access to the

original source code in order to implement Apoasi the .NET platform, however,

there are other AOP frameworks also available.t$t@sp implements AOP at compile
time by modifying the binary file produced by th& €ompiler whereas the
Springframework.NET framework implements AOP attime by using proxies to

intercept method calls and add new aspects. Tdreraf does not require access to the
original source code (Pollack et al., 2009). A28 been proposed as a technique to add
autonomic properties into legacy systems wheretiggnal source code was unavailable
(Chan & Chieu, 2003). A future follow-on projecutd explore this proposal on the .NET
platform by using a runtime AOP framework such pargframework.NET to implement
Apoptotic behaviours in objects where no origiralrge code is available. One reason
why autonomic systems are not being built on agl@gale is because it requires code to be
re-written from scratch which is unacceptable tustry due to development costs and
established customer bases (Brazier et al., 2088).pAOP implemented at runtime can

contribute to a solution to this problem.
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Introduction

We are losing our capability to manage the evaesing complexity in computing and
many are now looking to nature for solutions. ®ueh solution is autonomic computing
which seeks to develop self-managing systems ied iy the autonomic nervous system.
One self-managing property of such a system isdeedfruct, modelled on the biological
phenomenon of Apoptosis or programmed cell deatreldy a cell effectively commits
suicide for the greater benefit of the living orggam, with no damage to the surrounding
environment.

In computing, an Agent is a small, self-containeagpam capable of moving around a
network from one host computer to another to parfone or more pre-determined
functions inside a hosted environment on the tacgetputer. In traditional Object-
Oriented Programming (OOP) an Agent might inhéwet bulk of its functionality, such as
the ability to self-destruct, from a parent Agehen add its own unique functionality to
carry out its specific task. One current movenesoftware development is Aspect-
Oriented Programming (AOP) which seeks to reduceptexity in software by moving
functionality which is common to many different {saof a program, such as the ability to
self-destruct, into a single standalone modulerretl to as an Aspect, and then inserting it
in a “plug and play” fashion into the parts of gregram where it is needed.

This study looked at whether an Agent-based hagesycan protect itself from a Denial-
of-Service attack through the use of Apoptosisitiate self-destruct in Agents should it
become overwhelmed with them. It investigated waethis Apoptotic behaviour can be
inserted into prototype Agents efficiently, and gared the memory requirements and
initialisation times of Agent prototypes which ireptented Apoptotic behaviour through
OOP-derived inheritance against prototypes whigblémented it through AOP. It was
assumed that the prototypes which use AOP wouldgireghore memory resources and
take longer to initialise, but that the resouragureements and increased initialisation time
compared to OOP prototypes would not be significant

Results

To test the assumptions described earlier, sepestbtype Agents were created. These
prototypes were stripped of all non-essential fimmetlity so that they only implemented
the Apoptotic behaviours being investigated. Ormeqtype implemented the Apoptotic
self-destruct behaviour using traditional OOP iitaece whilst the second implemented
the behaviour through AOP. Simple test prograres tireated instances of these
prototypes and a profiling tool was used to meatweanemory consumption in bytes and
initialisation time in milliseconds of each typembtotype. The following chart shows the
memory requirements of each of the AOP and the @@&¥tance based prototypes.



Prototype Memory Consumption

mé&

§ %

From the above chart it can be seen that the AO®ype consund 44 bytes of memory
whereas the OOheritance based prototype only consumed 24 bijtas,the use ¢
AOP to implement the Apoptotic behaviour requiracadditional 20 byte

The following table shows the initialisation timeeach of the prototypen milliseconds.

OOP-Inheritance

Prototype initialisation 149.824 0.384314

These results show that the prototype which imptesgethe Apoptotic behaviour throu
AOP took nearly 400 times longer to initialise ttiaa prototype which imemented it
using traditional OO-inheritance.

Analysis

The results show that the prototype which impleme@mpoptotic behaviour through AC
required 20 bytes more memory than the prototypewimplemented it using tradition
OOPinheritance. This adtional 20 bytes was occupied by the AOP Aspect v
implemented the Apoptotic behaviour separately emalf of AOP prototyp

The significant difference in the initialisatiomt& required by the AOP prototy
compared to the OC-inheritance prototype vgasurprising, as it was initially assumed t
it would not be significant. This prompted a futhest and analysis of the AC
prototype, whereby a simple test program createdQBP prototypes and measured
time required to initialise each protot\. This test revealed that on average, and wit
profiling which takes time, it took 6 millisecontsinitialise the first of the 10 prototype
and then 0.006 milliseconds to initialise eachhef temaining 9 prototype

The AOP prototype utilised t PostSharp AOP framework to implement AOP, ani
analysis it was found that this was the reasomhiehbottleneck in creating the first AC
prototype. PostSharp stores the actual AOP Aspedisk inside the program’s DLL



executable file, and thus needs to retrieve theegisihe first time it is required. Since this
only has to be done once, the first time the Asequired, subsequent AOP prototypes
can be initialised quickly because the Aspect r@mdy been loaded into memory.

Discussion

The first assumption was that the prototype impletng Apoptotic behaviour through
AOP would consume more memory than the one whigitemented it through traditional
OOP-inheritance, but that the increased memoryireaents would not be significant.
The AOP prototype required 44 bytes, which was 838te memory than the 24 bytes
required by the OOP-inheritance prototype. Howgetherse prototypes were stripped of all
functionality except for the Apoptotic behaviourden test whereas real-world Agents
would have larger memory requirements due to amthtifunctionality. It can therefore
be argued that the additional 20 bytes requirethbyprototype which implemented
Apoptotic behaviour is not significant. To putglimto perspective, 1 million AOP
prototypes will consume approximately 19MB more roegyrthan the equivalent number
of prototypes which implement Apoptotic behaviduough traditional inheritance, which
is approximately the size of a large spreadshegtanterate sized graphics file.

The second assumption was that the prototype ingsiéing Apoptotic behaviour through
AOP would take longer to initialise than the ondallimplemented it through traditional
OOP-inheritance, but that the increased initialisatime would not be significant. Given
that the initial results showed that the AOP prgtettook nearly 400 times longer to
initialise, this was clearly not the case. If thisre scaled up to a system handling
thousands of agents, then the time taken to iiséahstances of the AOP agent would be
detrimental to the performance of the system. Thasparticularly important

consideration with regard to the initial questidmtether an Agent-based host system can
use Apoptosis, implemented through AOP, to pratsetf from a Denial-of-Service

attack. Under such circumstances, when the sys@sralready under strain, the
Apoptotic behaviours would need to be as efficenpossible, but from the initial result
they are not. The second test revealed that grfeqance bottleneck only occurred once
for each Aspect and was, in fact, due to the Pas{BAOP framework and therefore
implementation-specific.

This study considered Agents operating in a netvaoik the Apoptotic behaviour

modelled in the prototypes would be useful in &gystem. The test results showed that
implementing Apoptotic behaviour using AOP requiite additional overhead in terms

of memory requirements or initialisation time. drfull Agent system, self-destruct can be
used for example to remove malfunctioning agentsn@s consuming too many resources,
prevent a system from becoming overwhelmed withntsgeither unintentionally or

through a Denial-of-Service attack, or simply tmove Agents when they are no longer
required or appear unresponsive.



Appendix B — Additional Initialisation Test Program Source Code

usi ng System
usi ng System Di agnhosti cs;
usi ng MBO1. Apopt oti cConputi ng. Agent Li b;

class Program

{
const int PrototypeQuantity = 10;

static void Miin(string[] args)
{

Consol e. WiteLine("*** Testing AOP Prototype Init Tinme ***");
Consol e. WiteLine("---------------ccccccommi D F

St opwat ch sw = new St opwat ch();

for (int i =0; i < PrototypeQuantity; i++)
{

sw. Start();

new Aspect Ori ent edAgent () ;

sw. Stop();

Console.WiteLine("Tinme (ns): {0:0.0000}",
sw. El apsed. Total M1 1i seconds);
sw. Reset () ;

Figure 14 - AOP prototypeinitialisation test program
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Appendix C — PostSharp-generated Internal Class Soce Code

[ Conpi | er Gener at ed]
i nternal seal ed cl ass <>Aspectslnpl enentationDetails_1

{
/1l Fields

internal static Type ~target Type~1;
internal static bool initialized;
internal static readonly ApoptoticAttribute
MBO1. Apopt ot i cConputi ng. Agent Li b. Apoptoti cAttri bute~1;

/1 Met hods
static <>Aspectslnpl enentationDetails_1()
{

try

MBO1. Apopt oti cConputi ng. Agent Li b. Apoptoti cAttri bute~1
(ApoptoticAttribute) new
Bi naryLaosSeri alizer (). Deserialize(
t ypeof (<>Aspect sl npl enent ati onDetail s_1). Assenbl vy,

"Post Shar p. Laos. Seri al i zers. Bi naryLaosSerializer.bin")[0];

~target Type~1 = typeof (Aspect Ori ent edAgent Base) ;
MBO1. Apopt ot i cConputi ng. Agent Li b. Apoptoti cAttri bute~1.
Runtinelnitialize(~targetType~1);
initialized = true;

catch (Exception exception)

{
Debugger . Log(30, "Post Sharp", exception. Message);
t hr ow;
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